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1 OVERVIEW

1 Overview

1.1 Role-Based Access Control

The aim of this work is the development of a service for storing authorisation information and conveying
this information to other parts of large software systems, especially in situations such as with Application
Service Providers, where the user population is diverse and centralised management may be inappropriate.
The methodology used involves the development of a special purpose logical language which will be used
both to describe the system and argue about its security properties.

The service we offer in this study will go by the name of RAS or Role Assignment Service. The basic
model we will base the RAS on is the Role-Based Access Control (RBAC) model introduced in [?], but
with several extensions to make it more applicable to large and complex systems where full accountability
must be maintained.

Role-based access control systems are, in short, authorisation systems where a set of roles is defined in
addition to the usual set of principals (corresponding mostly to users) and resources. Rather than assigning
permissions to principals directly, permissions are assigned to roles and these roles are assigned to the
principals. This makes the management of authorisation simpler, by allowing particular roles to evolve
without having to modify principals’ permissions directly. It also simplifies each principal’s permission
configuration, making mistakes less likely.

In the standard classification system set forth by Sandhu et al. [?] our system will fall into the RBAC,
category, which implies a hierarchy of roles. Rather than each role standing alone without relation to other
roles, a hierarchy of roles is defined. A role implies all the roles below it in the hierarchy, so a principal
assigned a role high in the hierarchy has the permissions assigned to that role as well as those assigned to
any roles below it in the hierarchy.

Sandhu et al. also define the RBAC, model, which does not have the role hierarchy of RBAC;, but
instead allows for the definition of policies which the state of the system must follow. A common policy
would for example be separation of concerns where it would not be legal for any principal to simultaneously
hold a given pair of roles.

We have chosen not to implement the RBAC- functionality in the RAS. This is done both so that
implementation of the system can be started sooner, but also because there are potential problems in the
interaction between the distributed management model of the RAS and even simple policy specifications.
As an example, imagine that a policy is in effect that no principal may hold both the A and B roles.
Principals P, and Py, have the authority to administer one of these roles each, but not the other. P,, who can
delegate role A to principal Q can effectively block Py, from delegating the role B to Q. Thus, delegating a
role can suddenly lead to a reduction in the authority of Q and this reduction in Q’s authority is in an area
which P4, who caused the reduction, has not been specifically granted any privileges.

For the sake of completeness, we mention that Sandhu et al. also define RBAC3 which is a combination
of the RBAC; and RBAC, models having both a role hierarchy and policy definitions.

1.2 Extensions to RBAC;

The envisioned uses of the RAS include being shared among various systems, which may not be otherwise
related, controlling access to resources in many different places, both physically and logically. It will also
be used with systems which store historical data such as logging servers. This calls for various extensions
to the RBAC; model which are briefly described below and treated formally in later sections. The RBAC;
model thus extended will be referred to as the RAS-model.

1.2.1 Domain Restrictions

The need to apply the RAS server simultaneously to data stored in different locations and controlled by
different groups within an organisation, or even unrelated organisations using a common computing facility,
calls for domain restriction on authorisation. There are various models available for domain restriction, but
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the one chosen here is to apply an extended version of the x.500 name hierarchy to all resources.® A role
is held within a particular domain w.r.t this extended x.500 hierarchy as described later.

1.2.2 Availability of Historical State

Because the RAS server will be used in conjunction with historical data, it is often required to view the
authorisations of a particular principal at a particular instant in the past. Reasons for this may include
verifying that an operation which was entered into an execution log was properly authorised and to see
on whose authority the authorisation was established. The RAS will therefore never discard information
about past authorisation state and queries can be made about past authorisations as easily as about the
current state.

1.2.3 Temporal Restrictions

To support people working on projects temporarily, and in fact to allow people to lose authorisation now
that no authorisation state is ever discarded, authorisation must be restricted to a particular period of time.
This, along with the domain restrictions, clearly defines where and when a particular role may be used by
a principal who has been assigned that role.

1.2.4 Management Model

When an authorisation system is applied to a large and disparate system with a growing amount of resources
to control and complex relationships between the people responsible for these resources, centralised man-
agement of authorisation becomes cumbersome and may in fact not be sufficiently secure.

If authorisation management is centralised, the people responsible for managing authorisations may
not be sufficiently familiar with the resources they are managing to do so effectively. Also, in the case
of highly sensitive data or otherwise valuable resources in a large organisation, there may not be any one
group of people trusted to manage all the resources of the organisation. Finally, in the case of Application
Service Providers, it may be of value to allow customers to control access to their own data by giving each
customer administrative privileges over a particular domain which they can then give their own personnel
access to as required.

The approach adopted by the RAS system is to decentralise assignment of roles to principals, as well as
the definition of roles and associated permissions. However, all authorisation information is stored centrally
and is not accepted by other parties of the system unless retrieved from the central RAS server.

The authority to assign a role is assigned to principals in much the same way as the authority to act in
that role. The organisation can then choose to keep it central, by assigning to a few central administrators
the authority to assign all roles to principals, or it can have it distributed to various departments, divisions
or customers by assigning to department administrators the authority to assign roles to principals, restricted
to the domain that they manage.

1.25 Signed Authorisation Records

The management model described above leaves us with the problem of ensuring that only correct autho-
risation data is used in deciding whether a given principal has a particular authorisation. This is done by
having every record used when deciding a principal’s authorisations signed by the principal who inserted
it into the database. These records are of various types and will be described later. Another advantage in
this approach is that the database used to store authorisation records is no longer as critical in the security
of the system.

1.2.6 Certified Execution

We will, however, go even further in reducing the part of the system which can cause the most serious
security problems, known as the Trusted Computing Base. By applying certified execution methods [?],

1The x.500 name hierarchy is taken from the ISO/ITU x.500 standard for directory servers, to which LDAP is a simplified interface.
The name hierarchy is also used for x.509 certificates
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whereby a proof of the correctness of an authorisation is built by the RAS server, and may be verified by
any other systems making use of the RAS, we reduce the trusted computing base to only the verification
component. This verification component is much smaller and simpler than the central RAS server and
much more easily verified, making a sufficient verification of the RAS system much easier, whether it is
done by fully formal methods, using the Common Criteria methodology or any other means.

Also, the verification of the proof can be done in a higher-security environment than the one the RAS
server is running in, which allows us to share the RAS between different systems with differing security
requirements. A low-security system may require many users to be able to manage role assignments, while
a high-security system may require that very strict controls be in place for authorisation control. They can
both share the RAS server, with the high-security system verifying every authorisation proof generated
by the RAS server. The high-security system would therefore ensure that authorisation was ultimately
established on the authority of a trusted principal and signed with a key which would not be available to
the administrators of the low-security system.

1.2.7 Public Key Infrastructure

All of these signed records and certified execution make heavy use of public keys, which may be issued
by various organisations. The RAS has no facilities for issuing keys, but uses its domain and temporal
restriction mechanism for assigning different levels of trust to the root-certificates of various organisations
Certification Authorities, referred to as CA’s. Typically we will trust an organisation’s CA to issue keys
to its own members (as reflected in the principal’s x.500 distinguished name), but not to identify other
principals.

This information about key-ownership of various principals and the associated mechanisms for judging
the validity and trustworthiness of particular public key certificates are also made available through the
RAS server.

1.3 RAS Operation

Figure ?? shows the topology of a typical client-server system using the Role Assignment Service (RAS)
and the Secure Logging Service (SLS) in conjunction with a number of servers (S;) and clients (C). The
arrows point from the originator of the connection towards the provider of the service which the connection

is to carry.
s1 )

| <

e

RAS || SLS

Figure 1: Connection diagram of typical RAS installation.

We will describe the typical use of each of these connections below.

Client — Server \Very little can be said about the client-server connection, as it depends entirely on the
function of the system. However, this will generally implement the main function of the overall system,
which the RAS and SLS are support.

Server — RAS This is the main function of the RAS server. The RAS accepts queries from another
server about the access privileges or public keys of a particular client. Depending on parameters controlled
by the server, the RAS will reply with a
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° uYesu or unon

o Signed token certifying that the RAS server believes that the client has the key or the access privileges
in question, or a “no”

e A proof of the client having the access privileges in question, or a “no”.

The server will then decide depending on the answer returned by the RAS server whether to allow
certain operations on behalf of the client.

Server — SLS  Servers may log any operations performed by or on behalf of the clients with the Secure
Logging Server. This is not a requirement for employing the RAS, but as the RAS makes use of the SLS it
is reasonable for the various servers to use it for any logging they require.

RAS — SLS The RAS server logs any updates made to its state with the SLS. It may also be set to log
access control queries and their results.

SLS — RAS The SLS uses the RAS to control who may view which logs entries depending on the server
field in the log entry. This is done in a manner similar to other Server-RAS connections.

1.4 On Re-Using Logics

The first question that arises when we set about formally describing an access control system, is whether
to re-use a previously developed formalism such as the well-known BAN-logic [?], or whether to develop
a new special-purpose logic. After reviewing several formalisms in the literature, some of which are dis-
cussed below, it was decided to follow the latter approach.

Amongst the reasons to adopt a previously developed formalism, and possibly adapt it to our needs,
are:

e Expediency. It would certainly be more expedient if one could find a suitable formalism, prune away
redundant parts and extend it as needed.

e Legitimacy. Using a preexisting formalism would lend a certain legitimacy to any results obtained as
the formalism would have been studied more thoroughly and more theoretical results about it would
be available.

e Compound Systems. A more general purpose formalism would be useful for analysing a compound
system made up of the RAS server along with, for example, authentication protocols, billing systems
or secure logging systems.

The reasons for developing an entirely new formalism, however, include:

e Each of the formalisms considered is intended for a slightly different problem domain. They would
need augmented notation and added logical postulates to make them suitable for our purposes.

Extending them in this way may well invalidate results about their suitability for their original pur-
poses, which would cancel many of the benefits listed above.

e Each of the encountered formalisms would carry a rather large load of excess baggage in the form
of notation for irrelevant ideas and logical postulates for reasoning about these irrelevancies. This
would distract its user from the actual problem at hand.

o We will require the idea of validity periods for all our statements, which the encountered formalisms
do not support. They tend to be based on knowledge logics where we only reason about our knowl-
edge about the current state based on events that have happened, allowing the current state to change
as more events occur. Adding validity periods to a formalism would mean modifying it to such a
large extent that it would become unfamiliar and probably overly cumbersome.
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The chosen approach is to develop a small and focused logic, suitable for exactly the purpose we have
in mind. It will be easy to verify the sensibility of it in an informal way and any structural proofs we may
require will be much simplified.

1.5 Comparison with Other Formalisms

We will now compare a selection of formalisms from the literature with the RAS logic as it will be de-
veloped in section ??. We will highlight similar ideas and explain where the formalisms diverge from the
purpose of the RAS logic and become unsuitable.

1.5.1 BAN-Logic

BAN-Logic [?] is the oldest of these formalisms and the best known. It is a many-sorted knowledge logic
for reasoning about the belief of parties to an authentication protocol. By formalising the steps of a protocol
conclusions are reached about the belief of these parties at the end of the protocol, based on the messages
they have seen throughout its execution. They include belief about the freshness of keys (i.e. they were
generated during this run of the protocol), that a key is shared only with a proper principal and other beliefs
relevant to authentication.

There are significant differences between this setting and the one where we propose to make use of the
RAS-logic. First, in the RAS we are not concerned with authentication but authorisation. BAN-logic, as
given in [?] does not have the notation to express authorisation or the logical postulates to argue about it,
but does have a lot of features which we would not find useful, such as belief about freshness which is not
relevant in our system where authorisation information is valid long after it is generated. So we have a
basic mismatch in the aims of the BAN-logic and the RAS-logic.

The BAN-logic is based on temporal logic, which is required for examining authentication protocols
which proceed in many steps and the principals’ belief evolves throughout the run of the protocol. In the
RAS case, however, we are looking at proofs of authorisation which are assembled from many pieces of
information which have been generated previously and which are assembled by an RAS server on behalf
of an RAS client in one step of the protocol.

The BAN-logic is therefore not a good starting point for the RAS-logic. However, it is well known
and the notation of the RAS-logic is based on the BAN-logic where this is appropriate. The notation for
signatures “{ o }k” is taken from the BAN-logic and the may-delegate notation “P = [r > d]” is based on
the jurisdiction notation in BAN-logic.

1.5.2 Kailar’s Accountability Logic

Where the BAN-logic concerns itself with the belief of participants in an authentication protocol, Kailar’s
Accountability Logic [?] focuses on which statements the parties are able to prove to third parties, either
on their own or in cooperation, after (or during) a run of the protocol.

This is in many ways a closer match with the aims of the RAS-logic, in that we want to assemble a proof
which can be shown to one of the parties of the protocol and convince him of a principal’s authorisation in
a single step, much as if we were convincing a third party after the run of a protocol. In fact, we can view
“the protocol” as being the interaction between the RAS server and the principals delegating authority. The
party who is being sent a proof of a principals’ authorisation is then in fact not a party to “the protocol”,
but a third party in the sense of Kailar’s logic, who is being shown a proof of the result of a protocol run
involving the RAS server and any number of delegating principals.

However, Kailar’s logic is actually a framework within which accountability properties can be discussed
and not a directly applicable logic in itself. In each application of the logic to a problem, a domain-specific
logic must be constructed to work within the framework and the RAS-logic can be used as such a domain-
specific logic.

1.5.3 Abadi et al. Access Control Calculus

Abadi et al have suggested a calculus for access control in distributed systems [?]. This very closely
matches the problem domain of the RAS, but without considering temporal aspects nor giving details
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about domain restrictions of authorisations. However, many interesting high-level aspects of the problem
are studied.

The basis of the calculus is the notion of composite principals. Principals can make statements in
conjunction or on each other’s behalf. In the first case the composite principal A A B may have certain
privileges that neither A nor B have, acting on their own. Also, B acting on behalf of A, written B | A, may
have reduced privileges compared to A acting directly or compared to a more trusted principal C acting on
behalf of A. In this case, B and C are often channels (network connections, computer systems, application
programs, etc.) through which A requests access to a resource and depending on how well we trust the
channel, we restrict the access permitted to A. Much of the rest of the calculus is a treatment of how to
assign privileges to such composite principals, but since there is already a sharp divergence at this point,
the comparison becomes of little value.

The RAS adopts a very simple principal model. Adding various composite principals remains a possi-
bility and may be done in a future version. A simplistic implementation of principals acting on behalf of
other principals can be added by deciding that B | A — [r>d] < A ¢ [r>d] A B — [r>d] (borrowing
the notation to be introduced in section ??). B would then be the principal corresponding to a particular
computer system or the author of (or someone willing to vouch for) a particular piece of software.

1.6 Overview of Subsequent Sections

The approach taken to the development of the RAS centres around a special-purpose logic for reasoning
about access control, tailored to match the RAS model exactly. It is kept as small as possible to make
structural induction easier and to make the logic decidable, both of which will be exploited in later sections.
The logic will be introduced in section ??. It is seen as giving a semantics to the various kinds of delegation
records, public key certificates, etc. that may be issued by principals in using the RAS. A large part of the
workings of the RAS can be seen directly from this logic and we will also use it to reason about other
aspects of the system.

In section ?? we give an algorithm for proving statements in the RAS logic and prove its correctness.
This of course makes heavy use of the notation and results from section ??.

In section ?? we briefly discuss the algorithm for verifying proofs generated by the prover.

In section ?? we give a specification of the RAS server using Z-notation, with the predicate logic
normally used in the Z-schemas augmented by the RAS-logic to allow us to make much higher level
statements succinctly. We also prove several important security properties of the RAS system.

In section ?? we discuss some aspects of the implementation of the RAS server and the libraries for
accessing it.

Finally, in section ?? we discuss how the project progressed, what we have learned from it and how we
might proceed.
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2 A Logic For The RAS Model

In what follows we will develop a logic formalising how roles may be delegated, keys issued and the
relationship between roles specified in the RAS model. We will give a language for statements about role
membership, key ownership and role ordering and rules for deriving new statements from old ones. The
intent is that the validity of the derivation rules be as self evident as possible, so that all parties making use
of a system described using this logic will be confident that they correspond to real relationships between
principals within an organisation.

We will develop a many-sorted predicate logic without negation, quantifiers, disjunction or the means
to construct them. This results in a very restricted formalism which is not useful for general reasoning, but
on the other hand is easier to treat formally and to implement efficient tools for.

2.1 Scope

The logic to be given will act as a formal framework for describing and reasoning about a particular ex-
tended RBAC; model, which we will call the RAS model. It does not capture all the details of an implemen-
tation of this model, but gives us a language with which to describe both the model and an implementation.
An implementation may, for example, restrict the delegations, key certificates and role orderings it will
accept beyond what is given below. There are also critical issues regarding freshness of information, par-
ticularly in relation to revocations, which are not treated by the logic. They can only be discussed in relation
to a particular implementation, such as the RAS server.

2.2 Sorts

We will now introduce the sorts of the logic. Many of these sets will be ordered and in each case we will
use the symbol ‘<’ for the ordering. We will refer to the set of elements larger than a given set a as the
upper-set of a, written a and the set of elements smaller than a is referred to as the lower-set of a and
written a+. Given a universe N, a partial ordering < and an element a € N we define:

at:={beN |b<a}
at:={beN|a<b}

2.2.1 Periods

Time is considered in intervals of discrete instants, represented by the integers, much as it would be mea-
sured by the system clock of an actual computer system. This is appropriate here, since time is only used to
compare time-stamps and the current time, all of which are generated from the system clock. We shall not
and not need to argue about an arbitrarily dense sequence of events which might require a more advanced
model of time. We will use the symbol t to range over time and apply the subset ordering on periods, but
write 1 <t for t; Ct,.

The single instant t" and the period {t'} containing only a single instant are not distinguished. We also
define the notation t; ...ty to mean {t | min(t;) <t < min(ty) }, which coincides with the meaning of
this notation when t; and t, are single instants. Finally, t; fto, read t; revoked at tz, denotes {t € t; | t <
min(tz) }, which will be used for writing the validity period of revoked statements. We define « to be the
instant before any other instant and w to be the instant after all others. The period . . . w thus encompasses
all time.

Since the ‘<’ relation is simply a renaming of the *C’ relation, we inherit all the properties of that
relation, which implies that the periods, along with the ‘<’ ordering, form a lattice. We don’t have a full
ordering on the periods, since if we have four instants, t; < ty < t3 < t4 (without equality), then we will
havethatt; ...t3 <tj...tyandty...ty <ty...tg, butty...t3 andty...t,; are not comparable. We don’t
have a tree structure, sincety ...t3 <t;...tzandty...t3 <ty...14.

What we do have, is that any set of periods has a least upper bound and a greatest lower bound,
which is the definition of a lattice. For two periods t5 ...ty and t¢. .. tq, the least upper bound is given
by min(t,, tc) . . . max(ty, tq) and the greatest lower bound is max(ta, tc) . . . min(ty, tq), which may easily
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be the empty period. For any finite set of periods we proceed by induction, while for infinite sets a more
sophisticated approach is required, but as we have no interest in infinite sets of periods, we will not explore
them here. We also have a well defined smallest period, given by the empty set and if we have a smallest
(a) and largest (w) element in the set of instants?, then we have a largest period given by «.. . . w.

Visualising the graph induced by the ‘<’ relation on the periods is not easy, since the set of periods is
infinite and in fact each period will have an infinite set of ‘parents’. However, if we restrict ourselves to
only the set of periods which are explicitly mentioned in a set of statements, we will be able to generate a
single-rooted directed acyclic graph from the ‘<’ relation, possibly by adjoining the « . . . w period to serve
as the root.

te{a...b|abeN} Periods are intervals of integers.
th<tbet; Cty Use the subset relation for ordering.
t; ...t = min(ty) ... min(t2) The interval between two intervals.
tifte = {tet; | t<min(ty) } The periodt; revoked at t,.

(t1 Nt2)Tts =t N (t2ft3) Associativity of ‘0’ and “}’

Table 1; Period Summary

2.2.2 Public keys

We have a set of public keys with no structure, which is ranged over by the symbol K. Presumably each
public key will correspond to a private key held by the owner of the key (this is in fact the meaning of a
public key belonging to a principal), but we shall not need to refer to private keys.

However, the existence of a statement whose signature can be verified with a particular public key
implies that this statement was signed by the principal holding the corresponding private key. Further,
since the principal signed the statement he must agree with it and be willing to accept the consequences of
making it. This concept is the basis of many of the derivation rules which will be given in section ??.

2.2.3 Domains

The purpose of domains is to restrict the scope of any kind of authorisation to a particular physical or
logical area. They are specified in terms of criteria on the items they contain and are ranged over by the
symbol d. The set of criteria is formally given by a partial function from component names to component
values. We shall not need to refer to these sets specifically, but they will typically be subsets of the finite
character strings.

We will consider a domain d; to be a sub-domain of d exactly when the criteria for an object to belong
to d; is stronger than those for it to belong to d. This leads us to write d; < dy whenever dy C d;3. We
finally define “world’ to be the universal domain, given by the partial function ) which sets no criteria and
is therefore all-inclusive.

The domains with the ‘<’ ordering also form a lattice. Since ‘<’ is simply a re-naming of the ‘2’
ordering, we again inherit the lattice structure from there. To show that the domains form a lattice we need
to show that any set A of domains has a smallest upper bound and a greatest lower bound. These are given
by Nacad and Uaeaa respectively, where domains are considered to be sets of maplets.

The domain given by the empty set clearly contains all other domains by definition and it is also natural
that the domain with no criteria should contain the most objects. However, there can be no smallest domain.
Given any domain other than the largest one, we can modify the value that a particular component name
maps to, which gives us an incomparable domain. We could do this to any candidate for the smallest
domain, so none would acceptable. Also, in actual implementations, each domain would be given by a
finite set of maplets, while the set of component names is potentially infinite. We could therefore create a
sub-domain of any proposed smallest domain simply by adjoining another maplet.

2This is required for infinite sets of periods to have upper and lower bounds.
3This construction corresponds to the x.500 distinguished names for domains, but with an extended ordering. x.500 also specifies
various types of string comparisons for component values which we will model by converting all values to a canonical form.
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As for the lattice structure, we can give an intuitive meaning to the smallest upper bound and greatest
lower bound as well. The smallest upper bound of two domains, d; and d, is the domain whose set of
maplets is the intersection of d; and d,. It therefore has the largest set of criteria such that they hold for the
objects in both d; and d5 and is the smallest domain which contains both d; and d,. Similarly the greatest
lower bound has the smallest set of criteria such that they hold either for objects in d; or in d5 and is the
largest domain contained in both d; and d». In fact it is the intersection of the two. Note that the smallest
upper bound of d; and d; is not the union of the two domains.

de S_)Og/lgl\_/l’\;é\'\;lfL}J{EDN} Domains are partial functions from names to values.
world = § the universal domain is given by the empty set of criteria.
d <dy&sdy, Cdy Ordering of domains.

di Ady =dy Udy Greatest lower bound.

d; Vdy =diNdy Least upper bound.

Table 2; Domain Summary

2.2.4 Principals

Principals are given names similar to the domains and are ranged over by the symbols P, Q and R. The
names given to principals are of the same form as those for domains with the difference that the domain of
the partial function contains the special value CN (for Common Name) which is not in the domain of any
domain name. This allows us to distinguish between names for principals and domains.

We can now talk about principals belonging to domains. If all the criteria set by the domain are fulfilled
by a principal, then the principal belongs to the domain and we write P € d whend C P.

See table ?? for a summary.

Pe COMP_NAME Principals are partial functions from names to values
-+ COMP_VALUE '

CN € domP Principal names have a CN component.

PededCP A principal belongs to a domain if it fulfils all criteria.

Table 3: Principal Summary

2.2.5 Roles

Roles denote labels for capabilities granted principals or required for operations and are ranged over by the
symbol r. They have no intrinsic structure, but will typically be represented by a subset of the finite char-
acter strings. Usually in the RBAC model a distinction is made between roles and permissions. Principals
are assigned to roles and the roles imply certain permissions. We will not make this distinction in the logic,
but only in relation to the RAS implementation given in section ?7.

A partial ordering on the set of roles and permissions will be introduced by the derivation rules in
section ?? and depends on statements signed by principals in the system, which in turn are time dependent.
When r < r’ at an instant t, according to the statements kept by the RAS server, we will write r <; r’ and
say that r is dominated by r’ in the period t.

For these reasons the ordering of the roles only has meaning in relation to a particular RAS server. This
also allows the server to control what role structures are considered acceptable. It would, for example,
reject any statement which would cause a loop in the role-structure, i.e. a sequence of of orderings by
which we could deduce that r <; r’ and r’ <; r. The RAS server may also decide to enforce other policies
such as forcing a strict tree-structure or to distinguish between roles and permissions and force a particular
structure based on this distinction.
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r € STRING roles are strings.
r<gr Role order is time-dependent and decided by statements held by server.

Table 4: Role Summary

2.3 Statements

The definition of any logic must begin with the definition of the language of statements which can be made
in the logic. We will define a set ¥ of statements, which is the union of ¥ and X5 which are defined
separately below.

2.3.1 Simple Statements — 3¢

We now define the language of statements which can be asserted or proven in our logic. They are concerned
either with the assignment of principals to roles, keys to principals, signatures on statements or revocation
of statements.

We first have a language of primitive statements which we will call ¢ and which describes access
privileges that principals have, keys they hold and relations between roles and permissions. Queries made
to the RAS system will be formulated in this language.

Capabilities The most important statements concern themselves with the capabilities of particular princi-
pals. The most basic function of the RAS server is to answer queries regarding the capabilities of particular
a principal at a particular moment. This is done by sending a statement P + [r > d] to the RAS server for
verification, to query whether the principal P holds the role (or has the permission) r in domain d in period
t.

What operations are open to the principal P if this query is successful depends entirely on the server
making the query and is outside the scope of the logic. However, we will give derivation rules which show
how statements of this type and other statements in ¢ can be derived from previously accepted statements,
which constitutes the formal part of the semantics of these statements.

Essentially, there is a formal mechanism for deriving statements in the RAS logic, but the effect of
deriving a statement conferring particular capabilities to a principal depends on the calling application and
is decided by the application developer and the principal who defined the role or permission in question.

The second form of capability statement is P = [r >d]. It signifies that the principal P is allowed to
delegate the role r in the domain d in the period t. The meaning of this statement is given formally by the
derivation rules in sections ?? — ??, but informally means that the principal P can dictate that Q v [r' > d']
for any principal Q, any period t which is contained in t, any role r’ which is dominated by r (see section
??) and any domain d’ contained in d.

As an example, an accounting system could have defined a pair of roles, read-accounts and update-
accounts®. If a principal P wishes to examine the accounts of a company d, the accounting system would
send a capability query P oy [read-accounts > d] and would presumably allow P read access to the ac-
counts if the RAS server verifies the statement. For accountants Q within the company it would be true that
Q B now [update-accounts > d] and for the head accountant R we would have R = [update-accounts > d]
allowing him to delegate accounting capabilities to other principals.

Role Ordering Role ordering is written r' <; r and was mentioned previously in section ?? and the
derivation rules for deriving role ordering are give in section ??. The intent is that a principal holding a role
or permission r will implicitly hold any role or permission which is dominated by r, as per the derivation
rules given in ??.

To continue the previous example, suppose that read-accounts <o, Update-accounts, then we would
expect that any accountant Q, who we know have Q =-now [Update-accounts > d], would also have Q = now

4In a real-world system, these would probably be permissions embedded in a more complete hierarchy of roles and permissions,
but this will suffice for our example.
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[read-accounts > d] and therefore be able to read the accounts as well as update them. Further, the head
accountant would be able to delegate the read-accounts role as well as update-accounts.

Key Ownership The way that authority is delegated in the RAS system, as well as defining new roles and
permissions, is via signed statements. In order to be able to accept such a statement, we need to know that
the key used to sign the statement actually belongs to the principal who supposedly issued the statement.
We write P Pub; K for principal P owning the public key K whose validity period is t.

The RAS will need to be able to verify many key ownership statements in the process of verifying
capability statements and the semantics for this are made precise in section ??. However, other systems may
also want to verify that particular keys belong to particular principals so they can be used in authentication
protocols, to encrypt information for particular principals, to verify miscellaneous signatures or any other
uses. The semantics here are outside the scope of the RAS logic, which simply establishes that a key
belongs to a principal in a particular period.

P> [rod] P may perform operations requiring role r in domain d and period t.
Pt [rod) P may delegate the role r in domain d and period t.

rh <gry The role ry is dominated by the role ry during the period t.

P Pub; K K is a valid public key for P in the period t.

PPub; [K>d] P isatrusted CA with key K in the domain d in the period t.

Table 5: ¥ Summary

2.3.2 Signed Statements — Xg

Now that we have a language ¥, for describing the state that the access control system takes we build on it
to define a language s which allows principals to issue statements to change this state.

Digital Signatures This is done by issuing signed statements which are initially formed by applying a
digital signature with a key K to a statement o € ¥, to form a statement { o }x. The exact effect of such
a statement is given by the derivation rules given in ??, but the intent is that the principal who owns the
key K intends the statement o to be true. Whether this is sufficient for a third party to take it to be true
depends on the third party’s view of this principal’s authority, which in turn may depend on further signed
statements.

We give names to the various types of signed statements, as can be seen in table ??. Each signed
statement also has a revoked form with a revocation instant and additional signature.

Revocations The other form of signed statements is the revoked statement { { o }«,  t }k, where a state-
ment is first signed by the owner of K; and subsequently revoked at instant t> and re-signed by the owner of
K;. The intent here is that at the instant t the owner of K, would no longer wish ¢ to be true. He therefore
embeds the signed statement of o within a revocation statement and signs it. As discussed in ??, it is up to
the RAS server to decide whether to accept this revoked statement as a replacement for the original.

Key Handling An important aspect of the RAS logic is the way keys are handled. Although we are
making use of a public-key crypto-system, where keys come in pairs, a private key which can be used to
sign data and a public key which can be used to verify signatures on data, we have no need explicitly to
refer to the private keys. Rather, we simply judge statements based on the public key which can be used
to verify the signature the statement carries, along with statements about this public key. It is of course
implicit in being able to verify a signature with a public key that it was generated with the corresponding
private key, but we have no need to encumber the formalism with this.

5More precisely, t may be an arbitrary period and the revocation is effective at the beginning instant of t.
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{0}« Statement o signed with key K.

{{o}xtt}x Revocation of ¢ at instant t, signed with key K, .
{P ¢ [red] }x Delegation of right to act in a role.
{Pe[red] bk Delegation of right to delegate a role.
{r<tR}« Label activation

{PPubKp }x Key certificate

{PPub; [Kp,>K]}q CA certificate

Table 6: X5 Summary

Another thing that the reader might notice is that there is no notion of valid signatures and invalid
signatures. In fact, there is no notion of a signature as such, but only of signed statements. l.e. we always
write the data to be signed (which in our usage will be a statement from %) along with the key which can
be used to verify a signature which the statement implicitly carries. If no signature is present, or if it can’t
be verified with the key specified, then it simply isn’t a signed statement in the sense of the RAS logic and
the various derivation rules don’t apply.

2.3.3 Expressiveness of ¥

We have now defined the language X in which we will specify what access privileges are required for
various actions, as well as the language X5 in which principals can attempt to grant further privileges, issue
keys or manage the role hierarchy. In section ?? we give the relationship between these two languages and
the interpretation of statements in X in the form of derivation rules, but first we will consider the question
of the expressiveness of the language. Is X sufficient for expressing the access privileges we need?

We will later give formal semantics to the statements in X in the form of rules by which we can derive
statements from X,. It should be clear from these rules that the signed statements are sufficient to assign
to principals any privileges that can be specified in Xy. A more interesting question is how suitable Xg is
to specifying access control policies.

When a query is made whether a principal P has sufficient privileges to perform a particular action, the
query will be of the form P ¢ [r > d].

We’ve noted before that access privileges may change with time and this is the purpose of the t param-
eter. However, there is no facility in this notation to give intermittent access to a resource. l.e. it is quite
common to have the authority to enter a building during working hours, but not during the night or not at
week-ends. This could only be managed in the RAS logic by repeatedly issuing and revoking delegations.

The second parameter is the role r. For expressiveness, it would be sufficient to have a non-structured
set of roles as in the RBACy model [?]. The structure introduced by RBAC; and which we manage through
label activations is a mere convenience.

Domains The third and by far most interesting parameter, is the domain d, where most of the expres-
siveness of the logic is concentrated. The domain structure creates an infinite dimensional space with a
dimension for each domain component. A domain is an assignment of a value to a finite set of components,
fixing those components but leaving others free.

For example a company may have been issued the x.500 name “C=BE, O=Flex” and making this part
of a domain name fixes the C and O dimensions, leaving all others free, creating an infinite-dimensional
sub-space representing the company in question. This domain can then be further divided into departments
(the OU component, according to the x.500 standard), divisions, etc.

Another view of a domain name is a list of constraints. These can be entirely arbitrary and include
names projects, types of data or any other constraints. For example, the intermittent access that couldn’t be
specified using the temporal parameter in the beginning of this section, could be specified be having a con-
straint “Hours=Working” as part of a principal’s access privileges and queries for access during working
hours would include the “Hours=Working” constraint, while off hours it would include “Hours=Evening”,
“Hours=Week-end” and others, to any level of detail we may wish. Most users would be granted access

12



2 ALOGIC FOR THE RAS MODEL 2.4 Derivation Rules

with “Hours=Working”, but occasionally, a user might be granted the authority twice, with two different
“Hours” values and high-level people might be granted access with no constraints on “Hours” at all. How-
ever, these constraints will all be application specific and must be specified and correctly handled by the
application which is querying the RAS server, creating a potential source of mistakes.

Most often, domains will be composed of components in both the x.500 style and the arbitrary con-
straints style. For example, a principal might be granted the administrator role (implying various other
roles) in a domain “C=BE, O=Flex, OU=IT, Project=Web Services, Hours=Working”, to allow him to
work with the IT department’s web services.

Given a coherent design of an organisation’s domain structure, people can be given access to certain
aspects of resources which would normally be available to disjoint groups of people. For example, to be
able to look at the logs for various systems and projects belonging to various departments, a principal might
be granted the auditor role in the domain “C=BE, O=Flex, DataType=Logs”.

Supposing both the administrator role and the auditor role imply the role needed to examine logs, both
the principals in the previous examples would be able to examine the logs in the domain “C=BE, O=Flex,
OU-=IT, Project=Web Services, DataType=Logs, Hours=Working”.

Pattern Matching One problem remains in the domain system. There is no way to specify that a domain
component must have one of several values, must hold a numerical value greater than a certain constant,
matches a regular expressions or returns a particular value when a function is applied to it.

These would allow much finer control in the delegation of authority, but are complications deferred
to a later version of the RAS. They would also require the introduction of binary operators to allow the
construction of the intersection of two domains, since if one domain specifies a regular expression for a
component and another specifies that the value must be all in lower case, then both criteria must be met for
an item to belong to the intersection of the domains and we must have conjugation.

2.4 Derivation Rules

Here we will give the rules by which statements may be derived from other statements. The derivation
rules are given using the notation &--=* (NAME), with any number of antecedents a; € %, a single
descendantd € X, and a name. The intent is that if all the antecedents are derivable, for example by being
taken as axioms, then the descendant is derivable.

The aim of these derivation rules is to assign meaning to the signed statements. Each rule will have a
descendant in d € X4 and at most one of the antecedents will be from X4. This assigns a meaning to the
antecedents from Xg in terms of statements from X,.

2.4.1 Role Delegation

The following two derivation rules say how principals are assigned to roles and given the authority to assign
principals to roles.

Py [rbd] ; PPubpint, K; {Ql=>t2 [rbd]}K
Q =t Nty [r>d]

Py [r>d] 5 PPubming K5 {Q =y, [red] i
Q =Nty [r>d]

The two rules differ only in that the former describes how the right to delegate roles is delegated, while
the latter describes how the right to act in roles is delegated.
The antecedents imply that:

(DEL-DEL)

(DEL-MAY)

1. The principal P has the authority to delegate the role/domain pair [r > d] during a period t; .

2. The principal P holds the key K at the instant min t5, which is the instant when the delegation is to
take effect.

3. Astatement Q =, [r>d] or Q >, [r>d] about role assignment has been signed with the key K.
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We then derive that the statement which was signed with K is valid, as long as P’s authority to delegate
the role/domain pair holds.

2.4.2 Role Weakening

The previous two rules are in fact too narrow and rigid to be useful by themselves. They only allow a
principal to delegate the exact same role he holds in the exact same domain for the entire validity period of
his own delegation of the role.

We therefore add the following two weakening rules, which along with a similar rule for weakening
public keys allows for the appropriate flexibility in restricting the scope of a delegation.

Py [modi]; n<ern; d<d; <t

WEAK-DEL
P =2t [r2 > d2] ( )

Py [vdi]; rn<yr; d<d; <t
Pl—>t2 [r21>d2]

Again, these two rules differ only in whether they describe the right to delegate a role or the right to act
inarole. In either case a principal P is considered to hold a given role in a particular domain for a specific
period if he has been shown to hold a dominating role in a larger domain in an enclosing period.

The ordering for domains was given in section ?? and the one for periods in section ??. The ordering
for roles, however, depends on the signed label activations that we have as described in section ??

(WEAK-MAY)

2.4.3 Role Revocation

Role delegations may need to be revoked for various reasons. In such cases the delegation of the role would
be replaced by a truncated or revoked version, the rules for which are given below:

P =t [r|>d] ; PPmeintz Kp .
QB [r>d]; QPubmint Kg HRP e dliott Je

DEL-DEL
R B tnttts [F>d] ( K

PEulrods PPbmne Ko rip s irsd] it J,
Q Bty [r>d] 5 QPUbpint, Kq (DEL-MAYY)

R FrtiNte tts [r > d]

Yet again the two rules differ only in whether they describe the right to delegate a role or the right to act
in a role. In either case, if we had only the knowledge about the principal P and the statement he signed,
embedded in the overall statement, then we could apply one of the DEL- rules given previously. Here,
however, the embedded statement was revoked at instant t,6. The result is the same as the application of
the previous DEL- rule, except that its effect will be cancelled for any instant after (the beginning instant
Of) ts.

For the truncated delegation to be valid, we require both that the full delegation would have been valid,
i.e. we could have applied the previous DEL- rule successfully and that the revoking principal Q has the
right to delegate the role/domain pair at the instant ty and that he properly signed the complete message
with a valid key.

244 Key Issue

We now turn to the rules for issuing keys. This has many similarities with the x.509 system, which is
described in section ??. We will refer to signed statements about key ownership or about the right to issue
keys using a particular key as key certificates and the principals authorised to issue them as Certification
Authorities.

Stechnically, of course, ta may be a period and we would only consider its starting instant.
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PPuby, [Kood]; Qed; {QPuby [Kqod]
Q ]Pubtl Nty [Kq > d]

P]Pubtl [Kpbd] H Qe d, \{qubt2 Kq

Q PUbtlth Kq
These two rules are similar to the two non-revoked DEL- rules, but with some notable differences.
They are concerned with issuing certificates for CA’s and other principals respectively, mirroring the two

types of delegations for roles.
The antecedents imply that:

Yo (CA-CA)

Ho (CA-KEY)

1. The principal P has the authority to issue keys in the domain d using the key K during a period t;.
2. The principal Q to whom the key is being issued belongs to the domain d in which P may issue keys.

3. If a CA certificate is being issued (first case), then the domain d noted in the certificate must be
identical to the domain in which the issuer may issue keys.

4. A statement Q Puby, [Kq > d] or QPuby, Kq about key ownership has been signed with the key K.

We then derive that the statement which was signed with K is valid, as long as P’s authority to issue
keys with K holds.

2.4.5 Key Weakening

As with role delegations the above key certification rules are too rigid to be useful and again we supply
weakening rules to make them more applicable.

PPuby, [Kipdi]; ta <ty; dy <dg
P Puby, [K > do]

PPUb’(1 K, t2 S tl
P Pubg, K

Again, we have a version of the rules for CA’s and another for normal key holders. We can in either
case shorten the period in which we consider a key certificate to hold and in the case of CA’s we can shrink
the domain in which keys may be issued. The ordering for domains was given in section ?? and the one for
periods in section ??.

(WEAK-CA)

(WEAK-KEY)

2.4.6 Key Revocation

As with role delegations, key certificates may need to be revoked for a variety of reasons. This can for
example be because a principal leaves an organisation and we no longer wish him to be able to identify
himself with a name which specifies that he belongs to the organisation. Revoking the key certificate will
make him unable to successfully participate in an authentication protocol using the revoked key.

Another possible reason is that the key may have been compromised, in which case we no longer trust
that messages signed with it were signed by the principal who was previously believed to control it.

PP Kp>d
Qpﬂ&; [[Kz‘;d]] . Red; {{RPuby [Ke o d] it ts J,

R Pubtlmtzﬂs [Kr > d]

(CA-CA})

P Puby, [Kp>d] _

QPuby, [Kqed] ’ Red; {{RPub, K }k,1ts }x,
R Puby, nt, 1ts Kr

The mechanism is very similar to that for role delegations. A version is given for certificates for CA’s
and another for normal certificates.

(CA-KEY?)
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For the truncated key to be valid, we require both that the key would have been considered valid prior
to revocation, i.e. we could have applied the previous CA- rule successfully to the statement embedded in
the revocation and the statements about P, that the revoking principal Q has the right to issue keys in the
domain at the instant t, and that he properly signed the complete message with a valid key.

2.4.7 Role Ordering

The final set of rules concerns the ordering of roles. This ordering is time dependent and changes when
statements about it are made by principals trusted to do so.

L<iaifasils (TRANSITIVITY) =7 (REFLEXIVITY)

r1<irs

Which establishes ‘<;’ as a partial ordering on roles for every t

P = mint [(m>world] ; PPubpintK; {r2 <ir1}x
rs <t.of

(ORDER)

We can obtain that a role r is dominated by another role or set of roles r’ if a statement to this effect
is signed by a principal who is active in the role-manager role (abbreviated rm in the logic) in the global
domain at the instant the statement is made. In the absence of a revocation (see below) we will heed this
statement for all eternity.

And yet again we can shorten the period for which a statement holds.

re<y rn; <ty
ra <, rs

(WEAK-ORDER)

P —mint; [rm>world] ; PPubmint, Kp
Q Pmint, [M>world] ; QPubmint, Kq
r <. re

s A <y r2dette dk,
(ORDERY)

Statements about the ordering of roles may be revoked. Since the ordering on roles does not bestow
any powers upon principals in the absence of role delegations and key certificates, they are not revoked in
response to a change in status of principals. Rather, they may change as the structure of the organisation
making use of the system changes.

For the truncated ordering statement to be valid, we require both that it would have been considered
valid prior to revocation, i.e. we could have applied the previous ORDER rule successfully to the statement
embedded in the revocation and the statements about P, that the revoking principal Q has the right to
manage roles at the instant t; and that he properly signed the complete message with a valid key.

r <; R; r, €R
r <grs
If a role is dominated by a set of roles, then it is dominated by each role in the set.

(ORDER-SET)

2.4.8 Avoiding Negative Action

It may seem like the revoked rules, i.e. the ones whose names end with § , imply negative action, that
adding them to the logic might render statements unprovable which would otherwise be provable. This is
clearly not true as the previous derivation of the statement, presumably using the DEL-DEL or DEL-MAY
rules, would still be possible. The point of these rules is to interpret revoked statements when the original
statement has been removed from the set of trusted statements.

In fact the reason for having adding revoked statements to the logic, as they have been previously
described, was to avoid having to resort to negative action to revoke otherwise seemingly valid statements.
The problem is apparent in x.509, for example, where key certificates are issued by a CA who also keeps a
Certificate Revocation List (CRL). Every time a certificate is used, it must be looked up in the most recent
and relevant CRL to verify that it has not been revoked. We would have to model this by first giving rules
similar to the CA-CA and CA-KEY rules which assign meaning to certificates, but then add negative action
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rules saying that if the certificate were found in a CRL, then the validity period of the certificate should
be truncated at the revocation instant. This would cause innumerable technical problems including making
the derivability relation non-monotone and making it difficult to assemble derivation trees from sub-trees.

2.4.9 Avoiding Complexity

There are several derivation rules which are deliberately excluded from the logic for simplicity or to make
an automated prover for the logic practical.
For example, there is no rule of the form

QF—)tl [de]; Q’_>t2 [de]; tl ﬁtz#@
Q =ty Uty [r|>d]

(NOT USED)

even though it would make intuitive sense. This means that even though a principal may hold a role for
every instant t in a period tz, we may need several independent proof-trees to show this, for different
portions of ts.

The reason that this rule would increase the complexity of the logic is that in general, the rules for
delegation allow a principal to issue a delegation which is less powerful than the authority he himself holds.
This rule, however, would allow delegation by two principals to be combined to give a third principal more
authority than either of the two, although in this case it is only for a longer period. Rules of this kind would
make it much more difficult for a proving algorithm to decide which delegations and certificates might be
of interest when proving a particular statement and might easily lead to asymptotic running times for the
prover to rise dramatically.

Another element conspicuously missing from the logic is any kind of negation. Proving the negative of
a statement would require the introduction of universal quantifiers. l.e. if = ¢ can be derived, then it may
be because A, S 4 o, which follows fromVa € (AU S)* e (a,0) ¢ e, using the notation to be introduced
in section ??. This could be verified by a mechanical prover by examining the set of statements it has
available to construct a proof from, much as when it proves a positive statement. However, to construct a
proof which could be verified independently it would need to include the entire set of statements. The proof
would then take as long to verify as to construct and would become quite large and costly to transmit over
a network. Finally, in order to trust the conclusion of the proof, the verifier must assume that the prover
did in fact include all the statements at its disposal, which is as big an assumption as simply assuming
the prover will honestly answer “unable to prove” when it encounters a (non-negative) statement it can’t
construct a proof for.

2.4.10 Temporal Considerations

Most of the derivation rules in section ?? has one or more periods as subscripts on the various statements.
These subscripts are easy to overlook on a first reading of the rules, but are really quite intricate and very
important for the logic not to exhibit behaviour contradicting the likely intent of issuing delegations, etc.

Delegations The most important case is the rules for interpreting delegations, i.e. the DEL-* and DEL-
*t rules in section ??. In the DEL-DEL rule, for example, there are two periods referenced, t; is the period
during which the issuer P of the delegation holds the authority to issue such delegations and t, is the period
during which he intends the subject Q to hold the delegated authority. The effective period of the delegation
is then taken to be the intersection of these two periods. It might be tempting, for the sake of simplicity, to
write the rule with t; and t, referring to the same period and rely on weakening rules to adapt the actual
period of P’s authority. The rule would then look like this:

Pet[r>d]; PPubyintK; { QB [r>d]
Q|:>t [r>d]

(NOT USED)

However, there are problems with this approach, the most serious of which becomes apparent if P’s au-
thority to delegate is revoked. Suppose that a delegation Q = [r > d] is present and the criteria to be able
to apply the modified DEL-DEL rule above are satisfied. Then, it will be true that Q B mint [r > d] by
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WEAK-DEL. However, now suppose that P’s authority to delegate is revoked at some instant during t. It
will now no longer be true that Q & mint [r > d], since P ¢ [r > d] has been revoked. With the DEL-DEL
rule which we are using, however, the result of the DEL-DEL rule will still be valid, but with a truncated
validity period.

Another detail of the DEL-DEL rule and other rules for delegation is that the key K used to sign a
delegation need only be valid at the instant mint, when the delegation is to take effect. This choice
may seem arbitrary, but we will later see that the RAS server only accepts statements that will take effect
immediately, so this implies that the key was valid when the statement was accepted by the server. Even
if it were later compromised, signatures known to have been made earlier would still be acceptable. The
alternative would be to require K to be valid during t; and rely on weakening to select a t; during which
both the authority to delegate and the key used to sign the delegation is valid. This, however, would mean
that once a key becomes compromised or expires, anything that was signed with the key before it being
compromised would immediately become invalid. This would be a great disruption to the users of the RAS
system and would encourage the issuing of keys with very long validity periods and not revoking keys that
are in doubt. Requiring K to be valid during t2 would cause the same problem as requiring P’s authority to
be valid during ts.

The revocation rules, DEL-*t are now a simple extension of the other DEL-* rules.

Key Certificates The key issuing rules, CA-* and CA-*1 are similar to the delegation rules, except that
a single statement P Puby [K > d] implies both the validity of the key K and P’s authority to use it to issue
key certificates. This means that we are effectively forced to choose the equivalent of the option to let
delegations expire when the keys that they were issued with expires. For key certificates we have that if
a CA’s certificate becomes compromised, then all key certificates issued with that certificate immediately
become invalid. This matches the standard rules for x.509 certificates.

Label Activations Finally we have label activations. The rules for label activation have somewhat differ-
ent temporal characteristics to the previous ones. In the case of delegations and key certificates, a principal
P makes a claim about a principal Q and we believe the statement about Q based on P’s authoritativeness.
When P loses his authority, we no longer trust statements that he has made about Q to hold. This is not
so with label activations, where P’s authority is only relevant at the instant when the a label is activated or
removed, i.e. when a change is made to the label hierarchy. If P activates a label, this label stays active
until he or another principal with the required authority revokes the activation. This is clear in the ORDER
and ORDERTY rules, where we only require the issuer of an activation to hold a key and the appropriate
authority at the instant min t, where t is the period noted in the label activation. The label activation results
in a label ordering statement which is valid in the period t.. . w, i.e. until the end of time.

Revoked label activations are handled in a similar manner and are valid in the period t; .. .t, if they
are issued at t; and revoked at ts.

2.5 Assumed Trust

We have now seen how statements signed by trusted principals can lead to new trusted statements. However,
there are no axioms in the previous section. An axiom in this setting corresponds to implicit trust in
particular principals or keys.

Below we give an example list of axioms which would be sufficient to set up any valid role hierar-
chy, any valid configuration of trusted certification authorities and, most importantly, any valid set of role
assignments.

R Brq..w [root>world] ; RPub,. . K

These axioms give to a principal R the ability to delegate the root role in the universal domain for all
time. A public key is also assigned to R. Assuming the root role dominates all other roles’, then the rule

“This will be enforced by the RAS implementation, but is not implicit in the RAS logic.
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WEAK-DEL can be applied to the first statement yielding any combination of role, domain and period.
This, along with the second axiom allows R to delegate any role by the DEL-DEL or DEL-MAY rules.

CAPub,.. ., [Kca>world]

This axiom gives the principal CA the ability to issue key certificates within any domain and with
any validity period. More importantly, though, it also gives CA the ability to appoint other CA’s to issue
certificates within particular domains.

rm < root

Finally, we assume that the rm role is subordinate to the root role at all times. This is needed so that
the R principal of the first two axioms is able to delegate the authority to build the role hierarchy to some
principal.

2.6 Derivability

We now have a set of rules for deriving statements from other statements and an example set of axioms to
initialise the system. Given a set of statements, either asserting role or key assignments or claiming that
a sub-statement was signed with a particular key, we can attempt to apply one or more derivation rules to
derive further statements.

Each derivation rule can be viewed as a partial functiond : ¥" — X, from one or more antecedent
statements to a single result statement. The union of these functions is a relation relating a vector of
statements to a single statement: e : ¥* — X,. We say that a statement s is directly derivable from a set
of statements A if there exists an a € A* such that (a,s) € e. Thus direct derivability means that a single
application of a derivation rule will yield the result.

However, we will usually need multiple applications of derivation rules to get the result we want. We
will write A — B for two sets of statements A,B C ¥ when B contains only statements from A and
at most one additional statement which is directly derivable from statements in A. We therefore have
—={(A,B) | BC AV (3se€ Xy e (As)€enBCAU{s})}. Thederivability operator can now be
defined as F=—*.

A — B all statements in B are directly derivable from A.
AF B  all statements in B are derivable from A.

Table 7: Notation for derivability.

Often we will write either A or B as a list of statements or a list of sets of statements. This should be
interpreted as the set containing all the statements in the list or the union of all the sets in the list. We
note that the empty set is now derivable from any set of statements by virtue of being a subset of any set
and that only the empty set is derivable from the empty set. In this notation axioms are not introduced by
application of an axiom introduction rule, but by including them in the set from which statements are being
derived.

By the monotonicity of — and thus I, with respect to the subset relation, we also have obvious proper-
ties such as that if A+ B and A C A’ then A’ B and further if B’ C B then A+ B'.

We can immediately write the derivation rules in this notation, so for example the rule DEL-DEL
becomes

P Bt [rl>d] 3 PPUbtK; {Q|=>t [de] }K — Q Bt [rl>d]

We can also combine the DEL-DEL and WEAK-DEL rules for:

PPUbtK; {Ql:>t [de]}K

! !
Pis[rod]; V<t; F<r; d'<d QP [r>d]

We can now finally state how we define a statement o € X to be valid. The RAS server will have a
set of axioms A C Xy, which it shares with all systems making use of its services. It will also hold a set
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2 ALOGIC FOR THE RAS MODEL 2.6 Derivability

S C X of current statements, which are statements it has been sent by any number of principals and which
it has decided to accept and which have not been superseded by revocations.

We will take a set B of statements to be valid when ever A, S I B. In other words, if A;S - P — [r>d],
then the principal P may in fact be active in the role r in the domain d in the period t.

Example

By applying several derivation rules we can obtain

R Brq..w [root>world] ; RPub,. ., K ;
rm <a... foot; {user <s. . root}g ;
{R —q..0 [rm>world] }k, ;

{ P —10..20 [user > CMP] }Kr

P —10...15 [user > DPT]

where
CMP = {C — ‘BE’,O — ‘Flex’}
DPT = {C — ‘BE’, 0 ~ ‘Flex’,0U ~ ‘Accounting’}

To convince ourselves that this is so we must construct a proof-tree with P+ 15 [user > DPT] as the
result (i.e. as the result of the derivation at the root of the tree) and only axioms and statements from the
left side of the ‘" as leaves. We construct such a proof-tree below.

We start by using the WEAK-MAY rule to match the desired result with the role appropriate delegation
we have for the principal P.

P +10...15 [user > CMP] ; user <jo..15 User; DPT < CMP; 10...15<10...20
P —10..15 [user > DPT]

The last two antecedents are clear from looking at the actual periods and domains and the definition of
their orderings. The second antecedent is a result of ‘<;5’ being a partial ordering and therefore reflexive.
However, we still need to provide a sub-proof-tree for P — 15 [user > CMP].

We apply the WEAK-KEY and DEL-MAY rules to obtain

R 10...15 [user > CMP] ; BPUDe b J0S0m o (p oy o6 [user s CMP] i,

P —10...15 [User > CMP]

The only incomplete branch of the proof-tree is now the one now ending in R =-1¢...15 [user > world].
We replace this statement in the proof-tree with a sub-proof-tree using only the WEAK-DEL rule.

R B q...w [root>world] ; userg@gg%; 3:?6(1)?55““ : CMP <world; 10...15<a...w

R E10...15 [user > world]

This leaves us with only the unproven statement user <j.. . root, which we can replace with the
following sub-proof-tree which uses the ORDER, WEAK-MAY and WEAK-KEY rules.

R—a.. [fOOBWOrld]; rm<;root; world<world; 5<o..w  gPUb, K ; 5<a..w
R—s[rm>world] ’ RPub; ,

user <s..., root

; {user <s..., root kg,

which finally closes the last branch of the proof-tree.

Although this proof may seem cumbersome to go through manually the way it is constructed lends
itself easily to automation, which will be explored later. Also note that this proof is in fact rather small. All
delegations are made by the root principal directly and there is no need to use any of the key issuing rules
or any revocation rules. The nature of the proof would not change if these rules were needed, but the proof
would become somewhat larger.
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2 ALOGIC FOR THE RAS MODEL 2.7 Formal Proofs

2.7 Formal Proofs

The RAS system works by constructing proofs of capabilities which may be examined by other parties in
the system. For this purpose we need a more precise formulation of a proof than the one given previously.
The approach is naturally similar to the semi-formal proofs in the last section, but rather than graphically
representing proofs, we will encode them as functions mapping hypothetical statements to sets of premise
statements which are sufficient proof of the hypothesis. If the premises are axioms or current statements,
the proof is complete. Otherwise each non-axiomatic premise which is not a current statement must in turn
be proven recursively by having a similar maplet to another set of premises.

Definition 1 Given two finite sets A C o and S C X, let - be the smallest relation relating functions
p: ¥ — PX to statements o, which is closed under the two rules given below. We will read p - S as
Vo €S| pk owhenSisasetor list of statements and write A, S -, o when | relates p to o.

oc€eA

ASr,o (AXIOM)

o €domp; A,Skpp(o); plo)
A, S I_p g
A formal proof is a function p : ¥ — P X such that for any o € domp we have A,S F, 0. When

A,S Fp o we say that p is a proof of ¢ or that p proves o, adding “from A and S”” when needed to avoid
confusion.

9 (DERIVE)

Itis clear from the above definition that the existence of a formal proof p of o implies that ¢ is derivable
from AU S, since each use of the DERIVE rule in showing that p is a proof corresponds to one application
of a derivation rule in deriving o from AU S.

2.7.1 Combining proofs

Proofs often need to be combined from proofs of premises of a particular derivation, along with the deriva-
tion itself, to produce a larger proof. This allows us to write divide and conquer algorithms to prove
statements, such as the one seen in section ??. We will give a theorem for the validity of such combina-
tions.

Proofs are combined using the function overriding operator “p @ g”, which is defined below. In com-
bining proofs using overriding, any maplets in the left-hand operand which have the same origin as maplets
in the right-hand operand will be lost and replaced by those from the right-hand operand. This is needed to
maintain the functional property of the relation and we must show that the result is still a valid proof.

(o), if o € domq
pod(o) =4 plo), ifo € domp\ domp
undefined, otherwise

Lemma 2.1 (Combined Proofs) Given two proofs p and g, we have that p& q is a proof and in particular:

A,Stkpa; ASkb
A,S Fpgq a,b

Proof: domp & q = dom p U dom g and we must show that any statement o € domp @ q is proved by
p@q. This is clear when ¢ is in the domain of g, so we will assume that o € dom p\ dom g and we proceed
by a very small structural induction over the derivation that A,S -, o.

If A,S -, o by the AXIOM rule, this is independent of the proof and we are done.

If A,S Fp o by the DERIVE rule then we will show that the DERIVE rule applied to p & q gives
A,S Fpaq 0. Clearly, ¢ € domp @ g and by the induction hypothesis we have A,S Fpgq p(o), so
A,S Fpaq P @ q(o). We also have that p @ q(o) = p(o) and since A, S +, o by the DERIVE rule, then
p(o) — o, whereby p @ q(o) — o.
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Lemma 2.2 (Extended Proofs) Given a proof p, statement a and a set of statements B we have:

ASH,B; B—a
A,S l_{aHB}eap a

Proof: If p I a, the extended proof is equal to p and we have the result. Otherwise we can apply the
DERIVE rule to the extended proof.

Theorem 2.3 (Recursive Proofs) Given a statement a, along with a sequence of statements (b;)L, and a
sequence (pi){L; of proofs we, have:
Pi |—bi; bl...bnl—a
{a—{b1...bn}} ®p:1---pnta

Proof: This follows from repeated application of lemmas ?? and ??.

We can now prove a hypothesis by first proving all premises needed to apply a derivation rule and then
combining the proofs with a single additional maplet using theorem ??. This will be applied in section ??

2.8 Soundness and Completeness

Before deciding whether we consider the logic to be sound, we need to ask ourselves what we mean
by soundness in this setting. Since we have no negations in the logic we are not likely to encounter
contradictions of the form a A = a. We may get various judgements about the periods in which a principal
holds a particular role or key, but these specifically say nothing about what may be true outside their period.
Neither is there any claim that they give the largest or smallest period, domain or role which would give a
particular permission. In fact, the question of which such judgement would give the ‘largest” answer is not
well defined.

With this in mind, even two judgements about a principal having a particular permission, where one
is based on a delegation truncated by revocation and therefore giving a shorter period would not be an
inconsistency. Ensuring that revoked delegations and certificates are not used in their un-revoked form is,
as stated earlier, not within the scope of the logic and any treatment of it is deferred until the specification
of the authorisation server.

Normal predicate logic and many specially constructed ones are expected to capture the properties of
a pre-existing model and questions of soundness and completeness are asked and answered in relation to
this model. Here, however, there is no pre-existing model which we can compare the RAS logic against. In
effect we are constructing the model to be identical to the logic. Had we not chosen to exclude derivation
rules whenever possible for performance and simplicity reasons, we might have been able to compare the
more complete logic with a model which would look very much like our current logic, to verify that the
additional derivation rules were consistent. Here, however, we have nothing to do.

2.9 Interoperability with PKI

In the real world, the two most widely deployed public key infrastructures (PKI) are x.509 [?] and the
PGP web of trust [?, ?, ?]. The PGP web of trust tends to be used in ad-hoc systems where installing a
rigid infrastructure is not feasible, while x.509 tends to be used in more centralised environments. The
RAS logic could be made to interact with either system, but the kinds of organisations likely to employ an
RBAC system are more likely to employ x.509 than PGP, so we will concentrate on that.

x.509 is a standard for public key certificates. It is used in conjunction with the x.500 directory service
as well as the simplified LDAP [?] version. It has also been adopted for the SSL/TLS transport level
security protocols [?], the SIMIME secure e-mail standard [?] as well as a variety of other standards and
special purpose applications. It is therefore important that any access control system be able to interoperate
with PKI systems based on x.509.
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2.9.1 Basic Case

In its simplest form an x.509 certificate is a statement issued by a certification authority (P) and signed
with its key (Kp), claiming that a particular public key (Kq) belongs to a particular principal (Q) and that
it is valid for a particular period t. This corresponds neatly with a statement in the RAS logic of the form
{ QPuby Kq }k, and is in fact the motivation for the format of the key assignment statements.

The other form of x.509 certificate is a CA certificate. It is also issued by a CA (P) and signed with
its key (Kp) delegates to another CA (Q) the authority to issue certificates using a particular key (Kq) in a
particular period (t). A number of restrictions may be put on Q’s ability to issue certificates, but the only
one which translates into the RAS logic is the permitted subtree form of Name Constraints. This becomes
the domain (d) in the statement { Q Puby [Kq > d] },

2.9.2 Restriction Mismatches

Not all x.509 certificates can be translated directly into statements in the RAS logic. Certificates may
contain restrictions on the way a particular key is used, the length of certification chains springing from a
particular certificate, subtle interactions between string encoding mechanisms and a lot of complexity we
do not want to introduce into the logic.

Similarly we may want to restrict the power granted by a certificate, particularly CA certificates, when
they are accepted into a particular RAS server’s set of current statements. For example, we will in most
cases want to introduce a validity domain other than world so that the statement can become part of a proof
tree and also so that we can accept the CA certificate of a potentially hostile organisation with the caveat
that they can only issue certificates for their own employees.

2.9.3 x.509 Certificates as Signatures

The approach adopted is to approximate the meaning of the certificate as shown above and then shrink either
the period (t) or (where applicable) domain (d). The certificate is stored as a signature on the statement
which is then counter-signed by the RAS server and entered into the database of current statements.

The algorithm for building proof-trees will use the interpreted statement as the basis for its search for
possible continuations of a proof-tree, allowing it to make full use of the underlying database. However,
when verifying the signature on a statement, it is considered in relation to other statements in the proof
tree, which is sufficient to build an x.509 certification path and allows us to apply the full x.509 rules to
verify the validity of the path. Failure to verify the path is treated as a failed signature verification and the
proof algorithm will discard this proof-branch and search for the next likely one.

While this approach is not perfect, it allows us to maintain the simplicity of the logic, ensure that
invalid certificates are not accepted and, since most logical interpretations will correspond fairly closely to
the certificate, does not appreciably slow down the proof generator.
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3 PROVER

3 Prover

The core of the RAS system is the proof generator embedded in the RAS server. The server accepts simple
hypotheses encoded in the RAS logic and attempts to prove their correctness using the prover described
below. We will give pseudo-code for a non-caching version of the algorithm employed by the prover. The
caching mechanisms employed and their effects will be discussed and their effect on the running time.

3.1 Composite Derivation Rules

The derivation rules as presented in section ?? are sufficient to capture the semantics of statements made
in the RAS logic. In fact they are the definition of these semantics. However, as presented, the rules very
often require us to apply both a DEL-* or CA-* rule and a WEAK-* rule in succession. While this is fine
for reasoning about the properties of the logic and for convincing ourselves that the rules are reasonable,
it does make implementing and reasoning about provers and verifiers for the logic more cumbersome by
introducing an unnecessary intermediate step between the application of e.g. a DEL-* or CA-* rule and
the WEAK-* rule which almost certainly follows it. We will therefore extend the logic to include several
composite derivation rules which can be seen to be equivalent to combinations of rules already present in
the logic. When constructing formal proofs in the following sections, we will then allow for the use of
these composite rules along-side the basic ones.

Table ?7? lists the combination rules and from which basic rules they are constructed. We will show
a few examples of the partial proof-trees in the original logic which correspond to an application of a
combination rule. The reader should by now be familiar with how this extends to the remaining cases.

A combination of DEL-MAY and WEAK-MAY gives the WEAK-DEL-MAY rule:

Py [rind]; P PUbt1 K; { Q=y[rivd] Je
Q> ntg[r10d]

;< do<dy; t3 <t Nty
Q Py [r2 > do]

A combination of DEL-DEL and WEAK-DEL would yield a similar WEAK-DEL-DEL rule. A version
of the WEAK-DEL-MAY rule for dealing with revoked delegations is the combination of DEL-MAY} and
WEAK-MAY:

(WEAK-DEL-MAY)

P, [r>d]; PPuby Kp
Q B, [r>d] 5 QPuby, Ky (R ulred ot b Co <y dp<dg
R—=t; ntg g [r>d] ) ty <t; N tth3

R —ry, [r2 > dz]

(WEAK-DEL-MAY)

We then combine the key-issuing rules in a similar way and finally make a role-ordering rule more
suitable for building chains of role-ordering statements and another version (not shown here) for revoked
role ordering statements:

Pty [rmpworld] ; PPUby «; fra<y 3k
2<ty...wll i <t L re<irs; 3ty

i (CHAIN-ORDER)

r<g rs

3.2 Algorithm

We now give the algorithm for proving arbitrary statements in the RAS logic. The algorithm makes refer-
ences to the sets A and S of axioms and current statements that were introduced in section ??, which are
here assumed to finite. It also introduces the set B which is carried through all recursive calls and contains
the statements which we are attempting to prove in all calls to any component of the algorithm or, differ-
ently stated, any statement which will be the result of a derivation closer to the root of the proof-tree if it is

completed. This is used in a simple loop-detection algorithm to avoid infinite recursions as noted in section
?2?.
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Combination Rule | Constituent Rules |

WEAK-DEL-MAY | WEAK-MAY, DEL-MAY
WEAK-DEL-MAY7 | WEAK-MAY, DEL-MAY}
WEAK-DEL-DEL WEAK-DEL, DEL-DEL

WEAK-DEL-DEL} | WEAK-DEL, DEL-DELY

WEAK-CA-KEY WEAK-KEY, CA-KEY

WEAK-CA-KEYT WEAK-KEY, CA-KEY{

WEAK-CA-CA WEAK-CA, CA-CA

WEAK-CA-CA} WEAK-CA, CA-CA}

CHAIN-ORDER WEAK-ORDER, ORDER, TRANSITIVITY
CHAIN-ORDERY WEAK-ORDER, ORDER{}, TRANSITIVITY

Table 8: Combination Derivation Rules

The algorithm consists of two mutually recursive algorithms for proving that a principal has a particular
capability (alg. ??) and that roles have a certain relative order (alg. ??), which call on a third recursive
algorithm for proving that a principal owns a particular public key (alg. ??).

We will start by considering a somewhat simplified version of the algorithm, which does not perform
any caching of intermediate results and which does not take revoked statements into account and then
introduce these extensions in sections ?? and ??.

Notation We will give the algorithm using fairly straight forward pseudo-code, but the binding rules used
are worth expanding upon. The use of these binding rules could be avoided by using existential quantifiers,
but this would severely reduce the readability of the code.

Each algorithm starts with a heading of the form “Algorithm N AlgorithmName(parameter-list)”,
which gives the number by which the algorithm is referenced, the name by which it is called and enu-
merates its parameters. The following two lines will be of the form “Require: predicate” and “Ensure:
predicate”. giving respectively pre- and post-conditions for the algorithm. These predicates may also serve
to bind a number of names to the parameters to a RAS statement which is passed as a parameter to the
algorithm. For example, in Algorithm ??, the names P, t, K, and d are all bound to the parameters of the
statement s passed to the algorithm.

Also, a construct of the form for all x € { parametrised object | predicate on parameters } will bind the
parameters inside the set comprehension to the x which is taken to be in the set. This is used in Algorithm
?7? to bind in line 9 the names t’, P, d’ and Kq which are used in line 10.

We also assume that a signed statement of the form { s }x will contain hints to allow us to look up the
principal expected to own the key K, even though this is not explicit in the notation. This allows us for
example to conjure up the principal Q in line 15 of Algorithm ?? without any apparent reason. See the
certificate, del egationand | abel _act tables in appendix ?? for a concrete implementation.

ProveKeyOwnership Algorithm ?7? is straight-forward. It accepts a statement about key ownership as
input and returns either the empty set or a proof of the statement.

It recursively attempts to build a chain of public-key certificates in accordance with the WEAK-CA-
KEY and WEAK-CA-CA rules until it can terminate the chain with an axiom which implies the validity of
the last certificate in the chain. The chain (along with side-branches) then becomes a proof of the validity
of the postulated key ownership. There are two flavours of this algorithm, the one given here for CA
certificates and a slightly simpler version for normal key-ownership@,

If statements 6-7 in the algorithm are reached, then the hypothesis is the direct result of an axiom and
the trivial proof {s — {axiom}} is returned. Otherwise, each certificate with P as the subject and a large
enough validity period is examined, as long as it hasn’t been considered before in the chain that led to
this recursive call. We let ko be the hypothesis that the issuer of the certificate is authorised to issue it

8The version for normal key ownership has the “Requires” statement and statements 5,9 and 10 changed to refer to normal key
ownership and to not refer to domains at all.
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and if this hypothesis can be proven, we reach statement 13-15 where we combine the previous proof for
the issuer being a sufficiently trusted Certification Authority with the certificate yielding a proof for the
hypothesis. The correctness of this follows from the recursive proofs theorem (thm. ?? in combination
with the WEAK-CA-CA rule.

If the hypothesis ko can’t be proven, then the next certificate is examined until the available certificates
are exhausted in which case we reach statement 18 and return an empty proof.

Algorithm 1 ProveKeyOwnership(s, B)
Require: s=PPub; [Kppd] ABC X
Ensure: (A,SFs=A,Skps)A(—mA,Sta=p=0)
1: if s € B then
p+0
exit
end if
for all axiom € { P Puby [Kp>d'] € A | (t,d) < (t',d’) } do
p « {s — {axiom}}
exit
end for
forall cert € { {PPuby [Kp>d']}k, €S | (t,d) < (t',d") } do
ko < QPuby [Kq> P Vv d']
koProof «+ ProveKeyOwnership(ko, B U {s})
if koProof # @) then
p < {s — {cert,ko}}
p < p @ koProof
exit
end if
end for
TP ]

© o N ®N

e o
N RN RO

ProveCapability Algorithm ?? attempts to prove a given hypothesis about a principal having a particular
permission or holding a particular role in a given domain and during a given period®. This is done by first
examining known axioms and if one is found which directly implies the hypothesis, then a minimal proof
is returned. Otherwise each delegation which implies the hypothesis is examined in an arbitrary order and
an attempt is made to prove the premises needed for each of these delegations to be effective. If none of
the delegations yield a proof, then the empty proof is returned signifying failure.

We first iterate over the axioms which have the correct subject principal and a large enough validity
period and domain. We will reach statement 6 whenever we find one. There we will attempt to prove
that the role in the axiom implies the one in the hypothesis which is done by a mutually recursive call to
Algorithm ??. If we reach lines 9-11, then this will have succeeded for some axiom and we return the proof
obtained by adding a mapping from the hypothesis to the axiom and the root of the ordering proof to the
ordering proof returned by the recursive calls. The correctness of this follows from the recursive proofs
theorem (thm. ??) in combination with the WEAK-MAY rule.

If none of the axioms lead to a proof, we will examine the delegations with the appropriate subject
principal and a large enough validity period and domain. Each of these will require 3 premises in order to
be valid, given by del, ko and ord. We attempt to prove each of these by recursive calls to algorithms ??, ??
and ??. If all premises hold, the three proofs, along with a mapping from the hypothesis to the delegation
and the 3 premises are combined into a proof of the hypothesis in statements 22-24. The correctness of this
follows from the recursive proofs theorem (thm. ??) in combination with the WEAK-DEL-MAY rule.

9This is the version for holding a role. The version for being able to delegate a role is similar with only the “Requires” statement
and statements 1 and 11 changed to use the double arrow.
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Algorithm 2 ProveCapability(s, B)

Require: s€ {P—¢[r>d],P=[rpd]}ABCE

Ensure: (A,SFs=ASkps)A(-ASFa=p=
1: if s € B then

p+«0

3 exit

4: end if

5. for all axiom € {P —v [F>d'] € A | (t,d) < (t',d") } do

6: ord<«r<r

7

8

9

ordProof « ProveRoleOrder(ord, B U {s})
if ordProof # § then
p + {s — {axiom,ord}}

10: p < p @ ordProof
11: exit

12:  endif

13: end for

14: forall del € {{P v [I'>d']}k €S| (t,d) < (t',d")} do
150 cap «+ Q =y [r'>d]

16:  capProof « ProveCapability(cap, B U {s})
17: ko < QPuby,v K

18:  koProof + ProveKeyOwnership(ko, B U {s})
190 ord «r <;r!

20.  ordProof «+ ProveRoleOrder(ord, B U {s})
21:  if capProof, koProof, ordProof # () then

22: p < {s — {del, cap, ko, ord}}

23: p < p @ capProof & koProof & ordProof
24 exit

25:  endif

26: end for

21 p+ 0

ProveRoleOrder The final part is algorithm ??, which attempts to prove a hypothesis about the ordering
of roles. This is done by building a chain of signed role-ordering statements of the form r; <; ra, ry <; rs,
...—1 <t rn, when attempting to prove that r; <; r,. However, the generated proof must also show that
the issuer of each of these role-ordering statements had the authority to issue it and that the signature was
made with a valid key.

We don’t expect axioms about role-ordering, so none are examined. Instead we iterate over the current
statements about roles which dominate r within the given period, assuming they haven’t been used yet on
the proof-branch we are examining. We must always prove the premises ko and rm and if this is successful
and if the signed ordering statement was for exactly the roles we have in mind, we will reach statements
12-14 where we combine these proofs with a mapping from the hypothesis to these two premises along
with r’ = r’ (which serves as an axiom to allow termination) using the recursive proofs theorem (thm. ??)
and the CHAIN-ORDER rule.

If the signed role ordering statement we are attempting to prove does not match the hypothesis, then
we will need to apply the TRANSITIVITY rule for role ordering and must first prove the ordSub premise.
If this succeeds we reach statements 19-21 where we again use the recursive proofs theorem (thm. ??) and
the CHAIN-ORDER rule to build a proof of the hypothesis.

If none of the role-ordering rules lead to a proof, then we will reach statement 25 where we return the
empty proof.

Revocations The pseudo-code given above completely ignores revoked statements for readability. How-
ever, the additions needed to handle revoked delegations, key certificates and role activations are straight-
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Algorithm 3 ProveRoleOrder(s, B)
Require: s=r<;r ABCX
Ensure: (A,SFs=A,Skps)A(—mA,Sta=p=0)
1: if s € B then
22 p«0
3 exit
4: end if
5. forallord € {{r<¢r"}xeS|t<t}do
6: ko < PPubygintv K
7. koProof « ProveKeyOwnership(ko, B U {s})
8:
9

rm < P —=pine [rm> world]
: rmProof < ProveCapability(rm,B U {s})
10:  if koProof, rmProof # ) then

1L if r' =r' then

12: p <+ {s— {ko,rm,r' =r'}}

13: p < p @ koProof & rmProof

14: exit

15: end if

16: ordSub < r” < r'

17: ordSubProof «+ ProveRoleOrder(ordSub, B U {s})
18: if ordSubProof # () then

19: p < {s— {ko,rm,ordSub}}

20: p < p @ koProof & rmProof & ordSubProof
21: exit

22: end if

23:  endif

24: end for

25 p+0

forward. A loop for examining revoked statements is added after the one for non-revoked statements and
sufficient sub-proofs are generated to apply the revoked version of the derivation rule applied in the previ-
ous loop. As an example a second version of ProveKeyOwnership (alg. ??) is given.

3.3 Correctness, Completeness and Termination

The three properties we are most interested in when dealing with algorithms are correctness, completeness
and termination, followed by various flavour of time-complexity.

In our setting, correctness is a security property, since returning an incorrect proof may lead to “prov-
ing” an incorrect hypothesis, which may (in case the verifier were disabled) allow principals access they
should not have. Completeness and termination, however, are “merely” liveness properties. The possi-
ble effects of these properties lacking are that principals are denied access they should have, which is not
considered as harmful as unlawful access. Also, confidence in the liveness of the system may be devel-
oped through use and any errors should be detectable, while security problems resulting from an incorrect
prover may be hard to detect. Correctness is therefore of much higher importance in this setting than is
completeness or termination.

3.3.1 Correctness

Correctness means that any result returned by the algorithm will be correct, i.e. a proof constructed by this
algorithm is a proof of the original hypothesis in the sense of definition ??. This is shown by induction
following the recursive calls of the algorithms and as the inductive step has already been performed in the
description of each algorithm, the proof is complete.
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Algorithm 4 ProveKeyOwnership(s, B) (with revocations)
Require: s=PPub; [Kppd] ABC X
Ensure: (A,SFs=A,Skps)A(=ASka=p=0)

1: if s € B then

2 p«0

3 exit

4: end if
5. for all axiom € { P Puby [Kpd'] € A | (t,d) <(t',d) } do
6:  p <+ {s+— {axiom}}
7
8
9

exit
: end for
: forall cert € { { PPuby [Kp>d']}k, €S | (t,d) < (t',d") } do
10: ko < QPuby [Kq>P Vv d']
11:  koProof + ProveKeyOwnership(ko, B U {s})
12:  if koProof # () then

13: p + {s— {cert,ko}}
14: p < p & koProof

15: exit

16:  endif

17: end for

18: for all cert € { { {PPuby [Kp>d']}k, Tt Ik, €S| (t,d) < (t'§t”,d") } do
19: ko « QPuby [Kg>P Vv d]

20:  koProof «+ ProveKeyOwnership(ko, B U {s})

21:  koRev < RPuby [K;>P Vv d’]

22.  koRevProof + ProveKeyOwnership(koRev, B U {s})

23:  if koProof, koRevProof # () then

24: p + {s — {cert, ko, koRev}}
25: p < p & koProof & koProofRev
26: exit

27 endif

28: end for

29: p+ 0

3.3.2 Completeness

p-Normalisation Completeness of the prover requires that it be able to produce a proof as per section ??
for any statement which is derivable in the logic. We note that any derivable statement is, by definition,
derivable by a finite number of applications of the derivation rules of section ??, augmented in our case by
the composite rules of section ??. We will define a normal form for such derivations and proofs, but before
we can do this, we must note a few facts:

e There are really two kinds of derivation rules in the original RAS-logic. There are derivation rules
such as DEL-DEL, CA-KEY and ORDERY where signed statements are introduced, i.e. delegations,
key certificates or label activations.

o Two applications of weakening rules in succession must be two applications of the same rule, since
the conclusion of a weakening rule is not compatible with any of the postulates of another weakening
rule. They can therefore be replaced by a single application of the rule.

e Any use of a signed statement, such as a delegation, key certificate or role ordering, whether or not
it is followed by a weakening, and whether or not it has been revoked, may be replaced by a single
use of one of the composite derivation rules.

e The only places a weakening rule may be applied is following another weakening rule, following a
rule introducing the appropriate signed statement or following an axiom.
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Since the composite statements all include the appropriate weakening rule, we can now convert any
derivation of a statement in the RAS-logic into a derivation which consists solely of applications of the
composite derivation rules whenever signed statements are introduced and an axiom followed by a weak-
ening whenever an axiom is introduced.

We will apply one final transformation to the derivations before continuing. Consider a branch of
the derivation tree from root to leaf, hypothesis to axiom. Since any derivation will be finite, then if the
same statement is ever twice the result of a derivation rule, then the portion of the branch between the two
occurrences of the same result as well as any side-branches on this portion of the branch we are considering
can be removed and we will still have a derivation with the same ultimate result.

We can now finally restrict ourselves to statements with derivations of the form described above, using
only the composite derivation rules, axioms followed by weakening, and with no repeated results along any
branches of the derivation tree. Derivations and formal proofs in this form will be said to be in p-normal
form, since this is the form of the proofs generated by the prover.

Finally, it is clear that a sub-derivation of a derivation in p-normal form is itself in p-normal form.

p-Completeness Given a statement s along with a derivation of s in p-normal form, we must now show
that the prover is capable of generating a proof of s.

We will proceed by induction on the structure of the proof tree. If the derivation of s is an introduction
of an axiom followed by a weakening, it is easy to verify by inspection that a proof having the same form
will be produced by the appropriate component of the prover.

Next, suppose the derivation of s is the application of a composite derivation rule the postulates of
which are derived in any number of sub-derivations. We again prove by inspection that the appropriate
prover component will return a proof combining the appropriate composite derivation rule and the proofs
generated for the sub-derivations. Since the sub-derivations are themselves in p-normal form the prover is
by the inductive hypothesis able to generate proofs for them and the induction step is complete.

3.3.3 Termination

Termination follows easily from the assumption that the set S is finite. Since each recursive call made by
the prover algorithm adds an element to the B set, it is sufficient to show that there is a finite number of
possible elements which may be added to B.

An element in B is a statement which may be the result of a derivation rule. There are 15 types of such
statements, 5 types in X given in section ?? and 10 in X5 formed by signing or revoking statements from
Yo as shown in section ??. Each of these has a finite number of parameters of the sorts introduced in ??.
The values that are given to these parameters will always be derived from values found in the statements
in A and S and if we have a finite number of values which may be used, we will have a finite number of
candidates for inclusion in B whereby B is finite and we will have no infinite recursions.

This, along with the fact that all the loops in the algorithm loop over a subset of the statements in S or
axioms in A, both of which are finite, implies termination.

We now only need to show that the values which may be used as parameters to statements for inclusion
in B are finite as a consequence of A and S being finite.

Periods The result of any operation on periods defined in the RAS-logic returns an interval between
two of the end-points of the operands. Thus the number of end-points of periods which might
be used is the finite set of end-points of statements in A and S and the set of periods which
can be formed from these is also finite.

Public keys Only keys specifically mentioned in a statement in A or S will ever be used.

Domains  Only domains which are formed from maplets found in domains or principals mentioned in
statements in A or S will be used. Since each map is finite and the set of maps is finite, the set
of maplets mentioned in A or S is finite. Any maps which may be used are subsets of this set
of maplets and so there is a finite number of these.

Principals  Only principals specifically mentioned in a statement in A or S will ever be used.
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Roles Only roles specifically mentioned in a statement in A or S will ever be used.

3.4 Implications for RAS-Logic

Previously, following theorem ?? in section ??, we noted that given a formal proof of a statement it were
clearly derivable. By giving the prover algorithm we have shown that for any statement which is derivable,
a formal proof exists and that this proof can be computed. In other words we have shown that formal
provability is equivalent to derivability and that the logic is decidable.

3.5 Caching Mechanisms

The algorithm described above is functionally equivalent to the one actually implemented in the RAS
system. However, going through the entire proving process to answer every access control query would
likely be too much load even for small installations. This is to some extent alleviated by the caching
strategies described in the following sections.

3.5.1 Caching Proof-Trees

Fortunately, access-control queries tend to be clustered in a few ways. First, principals who are currently
on-line with a service which uses the RAS server for access control are more likely to be the subject of
queries. Secondly, the principals who hold very high-level roles and have issued delegations which appear
in many proof-trees are likely to be the subject of many queries and finally there will be more queries about
the current state of the system than about an arbitrary past state.

This leads to a fairly obvious caching strategy where proof-trees which have been generated in response
to previous queries are cached. However, caching only the complete proof-trees would only give us a small
part of the potential improvement in speed, since many proof-trees will have common sub-trees. For
example the proof of validity of the public key certificate of a local certification authority may be a sub-tree
in most queries, but very rarely will it be requested directly.

We therefore modify the prover to have two additional global variables, the yes-cache and the no-cache.
At the beginning of each call to one of its mutually recursive portions, the prover checks if a statement is
present in the yes-cache which implies the hypothesis, and if so, the previous proof is returned. If this fails
and a proof is generated normally, it is added to the yes-cache before returning. Because of the recursive
structure of the algorithm, the complete proof-tree will be added to the cache in the top-level call and each
sub-tree will be added in a recursive call to one of the component algorithms, ready for inclusion in other
proof-trees later. This is technically a case of dynamic programming, but as we don’t expect many repeated
sub-proofs in generated proofs, the main benefit appears only when repeated calls are made to the prover.

It is not only sub-proof-trees that are common between various runs of the prover. Often, the prover
will attempt to incorporate a public key certificate or a delegation in a proof tree, for example when a likely
certificate is found on line 9 in algorithm ??, only to find that it is not valid or that some prerequisite can’t
be proven. This may be repeated on several calls to the prover if there is a certificate or delegation in the
set of current statements which often looks promising to the prover, but which never leads to a valid proof.
To avoid this happening, after looking for a proof in the yes-cache, the prover looks for a statement in the
no-cache which is implied by the hypothesis. If the hypothesis could be proven, then the statement in the
no-cache could have been proven as a consequence of the hypothesis, so no proof of the hypothesis will
be possible. We therefore immediately return the empty proof which allows us to avoid a potentially large
search through the prover’s execution space.®

This way, any sub-proof-trees which have been generated before (and not flushed from the cache) will
be re-used and sub-proofs which have been shown to be hopeless are not repeatedly attempted. It is hoped
that this will greatly speed up the execution of the program on average, but examining this requires both a
statistical model of the usage of the RAS server, which we do not have, and sophisticated analysis which
we will not attempt.

10This argument shows the need to flush the no-cache when ever new information is gained by the RAS server, but this is deemed
to happen very infrequently compared to queries and not be a significant performance problem. In fact, all caches are flushed at any
change to the state of the RAS server (other than the clock ticking), to be certain to avoid stale caches confusing the prover.
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3.5.2 Caching Role-Graphs

We have now ensured that we don’t need to attempt sub-proofs more often than is needed. We then turn to
measures which speed up the proving process when it must be performed.

In the execution of ProveCapability (alg. ??), at lines 1 and 9 we loop over axioms and delegations
respectively. In the latter case, this is eventually translated into an SQL query for a database back-end. This
query will return a number of delegations and we will then attempt to prove for each delegation returned
that the role in the delegation dominates the one in the hypothesis. It would be much more efficient if
knowledge of the role hierarchy could be used when constructing the SQL query, which would reduce the
load on the database and reduce the number of role ordering proofs we need to attempt.

Unfortunately, it is not possible to construct a definitive role hierarchy from role ordering statements
before using it to search for delegations in the database, since the ORDER rule of the RAS-logic, which is
used to accept a role ordering statement, requires a proof that the issuer of the statement has a particular
capability which in turn requires us to search for delegations in the database, causing an infinite recursion.

The approach adopted is to construct the hierarchy from potential role ordering statements. Because
the only way that a pair of roles may have a particular order is if there exists one or more current role
orderings statements to this effect, this hierarchy may lead to too many delegations being considered, but
not to too few delegations being considered.

Finally, we extend the ProveRoleOrder algorithm (alg. ??) so that when a role-order hypothesis fails to
be proven, we remove the corresponding edges from the potential role-ordering graph, which will eventu-
ally lead to all cached role-graphs being perfectly correct.
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4 \ferifier

In this section we give an algorithm to verify proofs generated by the prover from section ??, which must
be as defined in section ??. The verification algorithm is independent of the prover and both the RAS logic
and the definition of formal proofs are designed to make verification as simple as possible. This allows
developers of high-security systems who wish to use the RAS to verify the correctness of the verifier for
themselves and then have their software verify each proof returned by the RAS server. This results in very
high confidence in positive results of access control queries without needing to verify the entire system.

4.1 Algorithm

The algorithm is given in notation similar to that used for the prover. It also refers to the finite sets A C X
of axioms and S C X of current statement from the environment.

Algorithm 5 VerifyProof(s, p, B)
Require: s€ ¥y Ap: PROOF ABC X
Ensure: A,Skps < OK = TRUE

1: if s € B then

2. OK = FALSE

3 exit

4: end if

5: if s € Athen

6: OK = TRUE

7. exit

8: end if

9: ifs ¢ domp V = (p(s) — s) then

10 OK = FALSE

11 exit

12: end if

13: for all s’ € p(s) do

14:  if = VerifyProof (s',p,BU {s}) = TRUE then
15: OK = FALSE

16: exit

17.  endif

18: end for

19: OK = TRUE

4.2 Correctness and Termination

As with the prover, the main result we are interested in is that the verifier never returns TRUE for a proof
which is not correct, which is our main security property. Termination is again a mere liveness property.
4.2.1 Termination

Termination is easy to show as B C dom p, dom p is finite and in each recursive call a statement s ¢ B is
added to B. We therefore have no infinite recursions. We also have that p(s) is finite for each s and so the
only loop in the algorithm is finite.

4.2.2 Correctness

We show correctness by induction over the execution of the algorithm. We will in fact show that the verifier
returns with OK = TRUE if and only if the proof p is a correct proof of s.

33



4 VERIFIER 4.2 Correctness and Termination

The set B is, as with the prover, used for loop detection. It is the set of statements from 3y which are
the result of a sub-proof being verified at some outer level of recursion. Therefore, if the algorithm exits at
line 3 it is because p contains a loop and is not correct.

If the algorithm exits at line 7, however, it is because the statement s we are verifying the proof for is
an axiom and therefore A, S I, s by the AXIOM rule.

If the algorithm does not exit at line 7, the only way that the proof can be valid is by the DERIVE rule.
The DERIVE rule requires that s € domp, A, S Fp p(s) and p(s) — s. If the algorithm terminates on line
11, then either the first or the third of these conditions is not met and the proof is not valid. If it enters
the loop at lines 13-18, however, then these two conditions are met and the proof is valid if and only if for
each statement s’ € p(s) we have that A, S -, s'. If the algorithm exits at line 16, then this condition is not
met for some s’ € p(s), while if the loop terminates normally and the algorithm exits after line 19, all the
conditions of the DERIVE rule are met and the proof is correct.

34



5 RAS SERVER

5 RAS Server

5.1 Function

The RAS model depends on there being a central server holding the set of current statements. In addition to
simply being a repository for statements, the server is responsible for disposing of statements which have
been revoked, replacing them with the corresponding revocation statements. It may also refuse to accept
statements which violate explicit policies beyond what is implicit in the RAS logic.

We will give a formal specification of the RAS server, followed by proofs of several properties we wish
to hold true of the server.

5.1.1 Enforced Policies

The policies enforced by the server as specified here concern themselves with the role structure and main-
taining the immutability of past state:

e The role hierarchy is forced to be weakly acyclic and single-rooted, with the exception of the role-
manager role which is disjoint from the normal hierarchy.

e A distinction between roles and permissions is introduced, and roles will never be dominated by
permissions.

o Permissions will never be delegated to principals, only normal roles.

e No delegation, label activation or key certificate is accepted if its validity period extends into the
past.

¢ No revocation is accepted if the instant of revocation is in the past or if it would in any other way
revoke privileges held in the past.

5.2 Extensions to the Z Notation

The RAS server will need to manipulate statements made in the RAS logic and base its operations on these
statements or what can be derived from them. Rather than re-defining the logic along with its sorts using
Z-notation, we will be using a higher order logic within the Z schemas and use the RAS logic as the lower
order logic. The RAS logic therefore becomes part of the apparatus of the Z-method rather than being part
of the specification.

In many places we will write predicates such as A,S - o = p for some predicate p. This should be
read as “if o is derivable in the RAS logic, then p holds”. In other words, A, S I o is a predicate in the RAS
logic, the value of which is used in the higher order logic in the usual way. The prover algorithm given in
section ?? allows for an implementation of operations such as these and is used frequently in implementing
the RAS server, although not explicitly mentioned in the Z schemas.

5.2.1 Additional Types

The sorts of the logic will correspond to the types INSTANT, PERIOD, LABEL, KEY, NAME, DOMAIN
and PRINCIPAL. We have INSTANT = «...w and PERIOD = {a...b | a,b € INSTANT }, while
LABEL and KEY have no structure.

The following Z-code describes the DOMAIN and PRINCIPAL types, which are considered sub-types
of the NAME type.

[COMP_NAME]
[COMP_VALUE]
CN : COMP_NAME
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DNAME = COMP_NAME -+ COMP_VALUE
DOMAIN = P DNAME
PRINCIPAL = P DNAME

DOMAIN = {dn : DNAME | CN ¢ domadn }
PRINCIPAL = { dn : DNAME | CN € domdn }

We will also use the symbol X for the set of possible statements in the RAS logic and it is the disjoint
union of ¥y and X as in section ??. Finally, the type PROOF contains all formal proofs as described in
section ?? and is a sub-type of ¥ — P X.

We also define a bottom element “_L” which may be adjoined to any of these sets and which is consid-
ered less than or equal to any element where an order is defined. This makes it equal to the « instant in the
INSTANT type, the empty period in the PERIOD type and unlike any element in the NAME, DOMAIN and
PRINCIPAL types where no smallest element exists. It is also unlike any element in the LABEL and KEY
types where no order is defined.

5.2.2 Complex Types and Pattern Matching

One problem that faces software developers who wish to use state-based formalisms such as Z or B to
model and develop applications is that these formalisms are based on static data types, while developers
have become used to more dynamic typing systems such as object orientation. Where it is natural for a
programmer in an object oriented language for example to create a class representing a delegation and
instantiate it as needed (XXX refer to UML), this is generally not supported by state-based formalisms.

The standard way to proceed is to create complicated networks of functions and relations, so that a class
with multiple fields would be represented by a set of identifying values along with a mapping from this
set for each attribute of the class. An instance of the class is then an identifying value with corresponding
maplets for each attribute.

The alternative employed here is to augment the logic with complex structures before developing the
program specification. Rather than having a set of delegation ID’s and 7 mappings to represent delegations
(including revocation data), we can now employ sets of { P — [r>d] }k and {{P > [r>d] Jki Tt Jx,
statements, which tends to be much more readable.

We are also going to allow pattern matching on the types introduced by the RAS logic. When writing
a statement in the RAS logic it implicitly carries predicates on the type of its parameters. So, for example,
the set of all delegations issued to a principal P may be written { P’ = [r>d]K € S | P’ = P}, butin
fact implies {P’ = [r>d]K € S | PP = P A P' : PRINCIPAL At : PERIOD A r : LABEL A d :
DOMAIN A K : KEY }. We will also allow the naming of statements taken as parameters to Z schemas,
so a parameter givenas s = { P —¢ [r>d] }x € S is equivalent to the parameter s € S with an existential
quantifier in the predicate portion of the schema which supplies the parameters to the statement and which
encloses the body of the schema as it is written. As an example, these two schemas are equivalent:

_Example
ATime
s={Pr[rod}k €S

t < past

_Example
ATime
SeS

3P : PRINCIPAL,t : PERIOD,r : LABEL,d : DOMAIN,K : KEY e
s={Pry[r>d] }«
t < past
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5.3 Server Specification

We now finally give a specification of the RAS server using the notation given above and in the previous
sections.

5.3.1 State

We begin by introducing the schemas holding the actual state of the RAS server.

__Time
now : INSTANT
past : PERIOD

future : PERIOD

past = {t: INSTANT | t < now At # now }
future = {t : INSTANT | now <t A now #t}

_ ATime
Time
Time'

now < now’

Time is split into three periods: the past, the current instant and the future. The current instant may
increase, but will never decrease. It is however possible that the current instant, as measured by the timer
in an actual computer system, will not advance during an operation of the server.

— RAS
Time
A:P3,
S:PXg
perm : PLABEL

perm C root+
root ¢ perm

__ARAS
ATime
RAS
RAS'

A=A

On the most abstract level the RAS server contains a set A of axioms giving assumed trust and a set
S of statements it has seen and accepted into its database. The axioms are a subset of ¥, and all confer
authority, key ownership or role ordering directly, while the current statements S are s subset of X5 and are
all statements signed by principals and may be used to construct proofs in the RAS logic.

The server also keeps track of which of the labels active at the current instance are permissions, so that
assigning them to principals can be avoided.
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5.3.2 Initialisation

— InitRAS
RAS'
| Pr, Pca7 Pras : PRINCIPAL; Kr, Kca : KEY e
A=

Pr B ... [root>world],
Pca Pubg,.. . [Kca>world],

}
S'=0
perm’ =

We initialise the RAS with a small set of axioms and an empty set of statements. The axioms give P,
the authority to delegate any role in any domain and period and gives P¢, the authority to issue any key
certificates'®.

5.3.3 Label Queries

__GetLabelActivation
ZRAS

t? : INSTANT
name? : LABEL
activation! : {{name? <R}k € X5 | T}U{L}

candidates = { {name? <y R}k € S|t € 1?}
candidates # () = activation! € candidates
candidates = () = activation! = L

The GetLabelActivation schema accepts an instant and a label and returns the delegation for the label
active at the given instant if one exists, but L otherwise.

We will show that only one activation for a given label can be active at a given instant, so the above
schema is in fact deterministic.

__ProveLabelOrder
=RAS

7 {n?<tr,eXs | T}
p! : PROOF

A,SES? = A Sty s?
ASHs?=pl =0

The ProveLabelOrder schema accepts a simple statements that a label ro dominates a label ry. It returns
a proof of this statement if it is derivable, but the empty proof otherwise.

11This corresponds to installing a root CA certificate in traditional PKI systems
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5.3.4 Key Certificate Queries

__ListKeyCertificates
=RAS
subjects? : NAME
domain? : DOMAIN U { L}
instant? : INSTANT
certificates! : P ({ { PPuby Ks }x, € Es | TU{{PPub; [Kspd]}x, € Es | T})

domain? = L = certificates! = {
{PPUbt Ks}Ki S S |
P < subjects? A instant? <'t

}

domain? # L = certificates! = {
{PPub [Ks>d] }k, €S |
P < subjects? A instant? < t A domain? < d

The ListKeyCertificates schema accepts a list of criteria on subjects, a list of criteria on domains and
an instant. It returns a list of certificates active at the given instant, where the subject fulfils the given
criteria (which may be none by passing in the empty set). If domain? = L, then normal key certificates are
included, otherwise CA certificates which are valid within the given domain are included.

__ProveKeyOwnership
ZRAS
s?: {P?Pubp K? | T }U{P?Pubyy [K?>d?] | T}
p! : PROOF

ASFs? = A Sk s?
ASKHs?=pl=0

The ProveKeyOwnership schema accepts a simple statements that a principal P holds a key K during
period t and possibly that K may be used to issue key certificates within a domain d. It returns a proof of
this statement if it is derivable, but the empty proof otherwise.
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5.3.5 Delegation Queries

__ListDelegations

ZRAS

subjects? : NAME

label? : LABEL

useUpSet?, useDownSet? : BOOL

domain? : DOMAIN U { L}

instant? : INSTANT U {L}

toAct?, toDel? : BOOL
delegations! : P X

labels = {
| : LABEL |
(useUpSet = TRUE A A, S I label? <jnganiz 1) V
(useDownSet = TRUE A A, S F | <jngarte 1abel?)
1 U {label?}
toAct = TRUE = actdel = {
(P [rod] )k |
P < subjects? A instant? <t A r € labels A domain? <d

toAct = FALSE = actdel = ()
toDel = TRUE = deldel = {
{Pet[r>d }k |
P < subjects? A instant? <t A r € labels A domain? <d

toDel = FALSE = deldel =
delegations! = actdel U deldel

The ListDelegations schema accepts a number of parameters. It returns a set of delegations, subject to
the following criteria:

1. The subject of the delegation fulfils all the criteria set by the subjects? parameter. The subjects?
parameter acts as a domain to which the subject of the delegation must belong, except that it may
contain the special CN component.

2. Arrole is acceptable if one of the following is true: The role is equal to label?, useDownSet? = TRUE
and label? dominates the role, or useUpSet? = TRUE and the role dominates label?,

3. Ifdomain? # L, then only those delegations which are active within the given domain are included.

4. Certificates to act in a role are only included if toAct? = TRUE and administrative certificates are
only included if toDel? = TRUE.

__ProveCapability
=RAS

S?:{P? o r?7pd?]€Xs | TIU{P? & [r?pd?]e X | T}
p! : PROOF

A, St s? = A Sy s?
ASHs?=pl=0

The ProveCapability schema accepts a simple statements that a principal P may act in or administer a
role r in domain d during period t. It returns a proof of this statement if it is derivable, but the empty proof
otherwise.
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5.3.6 Label Updates

__ActivateLabel
ARAS
s?={r<(R}k:%s
isPermission? : BOOL

3P : PRINCIPAL e

A,S+ PPub K

A,SE P ¢ [rmp> world]
t = now
R#0

V'€ ReA,SE r <o root

S H{r < R}k eSer=ratet...w

S H{{r < Rkttr}k €Ser=ratet...t
r#rm

isPermission = FALSE = R N perm = {
S'=8SuU{s?}

isPermission? = TRUE = perm’ = permU {r}
isPermission? = FALSE = perm’ = perm

The ActivateLabel schema accepts a label activation stating that a role r is smaller than a set of roles R,
as well as a flag isPermission deciding whether r should be considered a permission rather than a role.

The operation will block unless there exists a principal P who owns the key used to sign the label
activation and who has sufficient privileges to edit the role hierarchy. It is further ensured that the new role
takes effect at the current instant, that it has at least one parent given in R and that they are all active roles,
that the new role r is not currently active and that if r is a role, then none of the labels in R are permissions.

When all of the above is true, the activation is added to the set of current statements, and depending on
the isPermission flag, r may be added to the perm set of permissions.

__RemoveLabel
ARAS

s?={{r<u R}x,Tt2}k,: Zs

{r Stl R}Kp €S
3Q : PRINCIPAL e
A, S+ QPuby, Kq
A,SF Q >, [rm> world]
r ¢ {root,rm}
> = {now}
Ir' : LABEL ¢ A,SF 1’ <pow T
HPi[Fedlk:S|r=rAnow<t
HPet[red }k:S|r=rAnow<t
{{Pry, [Fod] I Tlatk, : S| =1 Anow < tyty
H{Pey [F>d Jk,Tta bk, : S| =1 Anow <ty ity
§'=SU{STI\ {{r <, R}k,}
perm’ = perm \ {r}

—

1 1 11

The RemoveLabel schema accepts a revoked label activation, which must be a revocation of an activa-
tion already in the S set.

The operation will block unless there exists a principal Q who owns the key used to sign the revoked
role activation and who has sufficient privileges to edit the role hierarchy. It is further ensured that the role
is being revoked at the current instant, that the role has no children and that it is not one of the special roles
root or rm. Finally it is ensured that there is no active delegation of this role in S. It does not matter whether
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the delegation would infer any actual privileges at the moment, since it might be made to grant privileges,
for example by inserting an appropriate key certificate.

When all of the above is true, the revoked activation is added to the set of current statements and the
original activation is removed.

5.3.7 Key Certificate Updates

We now turn to the transition schemas involved in issuing and revoking keys.

__IssueNormalCertificate
ARAS
S? = {qubt Kq }Kp : ES

3P : PRINCIPAL e
A, S+ P Puby [Kp b dy]
Qedp,
now = min(t)
S'=Su{s?}
perm’ = perm

__IssueCACertificate
ARAS
s? = { Q Puby [Kq>dg] }K,, 1 Y

3P : PRINCIPAL o
A,S + P Puby [K > dy]

Qedp

dg < dp
now = min(t)
S'=Su{s?}

perm’ = perm

IssueCertificate = IssueNormalCertificate Vv IssueCACertificate

The IssueCertificate schema is split into a schema for issuing normal certificates and another almost
identical one for issuing CA certificates. The combined schema accepts a certificate issuing a key Kq to a
principal Q in a period t. In the case of CA certificates it is restricted to a domain d.

The operation will block unless there exists a principal P who owns the key used to sign the certificate
and who has sufficient privileges to issue the certificate. It is further ensured that the revocation takes effect
at the current instant and that if s is a CA certificate, that it’s domain falls within the domain in which the
issuer may issue certificates with K.

When all of the above is true, the certificate is added to the set of current statements.

__RevokeNormalCertificate
ARAS
s? = {{QPuby, r }k,ft2 bk : Xs

{QPuby, r}k, €S

3R : PRINCIPAL e
A,S+ RPuby, [K,>d']
Qed

to = {now}

§'=SuU{s?}\ {{QPub, r },}

perm’ = perm
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__RevokeCACertificate
ARAS
S? = { { Q ]FUbtl [r > d] }Kth2 }Kr 1 Y

{QPub, [r> Ky }eS
3R : PRINCIPAL e
A,S F RPuby, [K>d’]
Qed
d<d
ty = {now}
§'=SU{s7}\ {{QPuby [roKql}y

perm’ = perm

RevokeCertificate = RevokeNormalCertificate vV RevokeCACertificate

The RevokeCertificate schema is split into a schema for revoking normal certificates and another almost
identical one for revoking CA certificates. The combined schema accepts a revocation of a certificate in
S which issued a key Kgq to a principal Q in a period t;. In the case of CA certificates it will have been
restricted to a domain d. The revocation becomes active at time t5 and is signed with a key K;.

The operation will block unless there exists a principal R who owns the key used to sign the revocation
and who has sufficient privileges to issue (and thereby revoke) the certificate. It is further ensured that the
revocation takes effect at the current instant.

When all of the above is true, the revoked certificate is added to the set of current statements and the
original certificate is removed.

5.3.8 Delegation Updates

We next give the transition schemas involved in delegating and revoking roles to/from principals.

__IssueNormalDelegation
ARAS
s?={Qr[rod}x:Xs

3P : PRINCIPAL e
A,SF PPub K
A,SEP s [red]
now = min(t)
I € rootk,, U {rm} \ perm
S' = Su{s?}
perm’ = perm

The IssueAdminDelegation schema is exactly as the above, except that s? has the form { Q = [r > d] }«
IssueDelegation = IssueNormalDelegation Vv IssueAdminDelegation

The IssueDelegation schema is split into a schema for issuing normal delegations and another almost
identical one for issuing administrative delegations. The combined schema accepts a delegation conferring
to the principal Q the right to act in or to administer the role r in the domain d during the period t.

The operation will block unless there exists a principal P who owns the key used to sign the delegation
and who has sufficient privileges to issue the delegation. It is further ensured that the delegation takes effect
at the current instant and that r is a currently active role and not a permission.

When all of the above is true, the delegation is added to the set of current statements.
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_RevokeNormalDelegation
ARAS
s? = {{Q 1y [rbd] }Kp"'tg }Kr : ES

{Q'_)tl [rbd]}ers
3R : PRINCIPAL e
A, S+ RPuby, K
A,SEFR B, [r>d]
ty = {now}
§' = SU{S?}\ {{Q =y [rodl i}

perm’ = perm

The RevokeAdminDelegation schema is exactly as the above with two exceptions: The statement s? has
the form { { Q =, [r>d] }k, T t2 }k, and the delegation to remove from S has the form { Q =, [r>d] }k,

RevokeDelegation = RevokeNormalDelegation v RevokeAdminDelegation

The RevokeDelegation schema is split into a schema for revoking normal delegations and another al-
most identical one for revoking administrative delegations. The combined schema accepts a revocation of
a delegation in S which conferred to the principal Q the right to act in or to administer the role r in the
domain d during the period t.

The operation will block unless there exists a principal R who owns the key used to sign the revocation
and who has sufficient privileges to issue (and thereby revoke) the delegation. It is further ensured that the
revocation takes effect at the current instant.

When all of the above is true, the revoked delegation is added to the set of current statements and the
original delegation is removed.

5.4 Security Properties

We have now defined all the different parts of the RAS system and can finally set about proving that the
whole has the kinds of properties we require of an access control system. By then examining the proofs we
can see which assumptions about the system are required to maintain certain properties, by which we see
which parties we must trust in order for the entire system to have these properties.

We will start by noting a few lemmas which are more or less self-evident and which will be needed
in the more interesting proofs that follow. The first lemma tells us that any answers to access control
questions that the RAS server makes will depend on what is provable from its sets of axioms and current
statements. This allows us to concentrate in the proofs of other theorems on what effect operations have on
the provability of various statements.

Lemma 5.1 (Server Responses Depend on Provability) Any operation of the server which purports to
decide whether a particular statement is true will only answer positively (i.e. by returning a non-empty
proof) when the statement is provable from A U S. Further, any non-empty proof returned is a valid proof
of the statement in question.

More formally, in each case, when asked about the validity of statement s? € X, we have p! # 0 <
A,SEs?andp? =0V A,S ke s?, where p! is the returned proof.

Proof:
Itis clear from their definitions that ProveLabelOrder, ProveCapability, and ProveKeyOwnership have
this property. We also see that these are the only operations purporting to decide the validity of a statement.

When we simply verify that the proof is non-empty, this property requires trust in the RAS server
to answer truthfully whether statements are provable. On the other hand, if the proof is verified by the
recipient, no trust in the RAS server is required.

We now prove that nobody has the authority to act in a role or holds a permission unless there is a
delegation of the authority by a principal with the appropriate authority. This allows us to concentrate our
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attention on under which circumstances principals have the authority to delegate authority, since controlling
this is sufficient for controlling the authority to act in roles.

Lemma 5.2 (Authority To Act Comes From Delegation) Given a principal P such that A,S F P
[r > d], one of the following is true for some t’,d" and r’ such thatt < t',d <d’andr <; r':

1. There exists an axiom P —¢ [r' >d'] € A.

2. There exists a signed statement o € S, which is either a delegation { P —y [r' >d’] }k or a revoked
delegation { { P — [r' > d'] }«tt },, where there exists a principal Q with Q Puby K and A, S F
QB [r>d.

Proof:

Given a proof of P ¢ [r > d], we can assume, without loss of generality, that it is in p-normal form. It
can now either be a trivial proof where an axiom is introduced and then weakened, or it can be a proof-tree
rooted in a composite derivation rule.

If the proof is an axiom followed by a weakening, we have case 1. If the proof is a tree, rooted in
a composite derivation rule, we look at the list of rules and see that the only ones whose result is of the
appropriate form are WEAK-DEL-MAY and WEAK-DEL-MAY7. Either of these rules implies the existence
in AU S of ¢ along with the criteria on the parameters to ¢ and on Q and K that are given in case 2.
Finally, since o € X, and A C 3y, we know that o € S.

The above lemma is entirely a property of the RAS-logic and requires no trust in any part of an imple-
mentation. However, we may still need to trust e.g. the RAS server to actually act in accordance with the
RAS logic unless we choose to verify all proofs. Also note that the RAS server is not initialised to hold
any axioms of the form given in case 1, so only case 2 is relevant in a properly working RAS setup.

Theorem 5.3 (Authority to Delegate Comes from Outside any Group) If, for a principal P in group G,
it holds that A, S F P = [r > d], then there must exist a principal Q in G such that one of the following is
true for some t’,d’ and r’ witht < t',d < d"and r <, r':

1. There exists an axiom Q = [r' >d’] € A, conferring the authority to Q.

2. There exists a delegation { Q = [r' > d'] }k € S, issued by a principal R ¢ G, where R Pub; K and
Qb [ > d]

Proof:

Let us assume that A, S F P = [r > d] and consider the derivation of this in p-normal form. It will be
rooted either in an axiom along with a weakening or in an application of the WEAK-DEL-DEL or WEAK-
DEL-DELf} rule. Both of these require a sub-derivation in p-normal form of the capabilities of the issuer
of the delegation, which has the same form as the original derivation.

This highlights a branch of the derivation tree where a sequence of statements Q; & [ri > di] for
i = 0...n are being derived, with Qg =, [ro > do] = P & [r>d] and Qn &, [rn > dn] an axiom or the
weakening of an axiom.

If Q, € G we have case 1. Otherwise we choose i to be the smallest index such that Q; € G and
Qi+1 ¢ G. At this point along the branch a delegation as in case 2 is being used.

This theorem is also purely a property of the RAS logic and requires no particular assumptions about
the trustworthiness of the RAS server.

We now turn to more complex properties of the RAS system, the first of which is that no operation of
the RAS server will allow its state to change so that the answers to queries directed at periods in the past
will change. In other words, if a query to the RAS server returns that a principal has (or does not have) a
certain capability, then if the server is queried at any later time whether the principal had the capability at
that instant in the past, it will return an equivalent result. The actual proof returned may be different (in the
case of a positive answer), but the server will never change its decision on whether the capability was valid
or not.
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Theorem 5.4 (Past State is Preserved) Any statement in X, with a validity period t with t < past (i.e. t is
a sub-period of past), which is derivable from the A, S in state (A, S, perm, now) of the RAS server, will be
derivable from the A’ S’ in state (A’, S', perm’, now') achieved by any sequence of operations on the RAS
server from state (A, S, perm, now)

Similarly, any similar statement which is not derivable from A, S will not be derivable from A’, S’ either.

Proof:

Only an outline of the proof is given. It is sufficient to show that each operation of the RAS server
preserves past state, as the theorem then follows by induction. It is also clear that query operations preserve
past state, so only update operations need be considered.

It is clear that adding statements to S will not invalidate the derivation of any statement, so we have
shown the first claim of the proof for all operations other than revocation operations.

By comparing derivation rules interpreting un-revoked signed statements with the rules interpreting
revoked statements, we see that the revocation operations will replace a statement with one which can
be used only to derive statements which were previously derivable, but not all such statements. Thus we
have shown the second claim of the proof for all operations other than those adding an un-revoked signed
statement to S.

To show that revocation operations don’t render a previously derivable statement underivable we need
a rather lengthy proof showing that for each of the operations, given a derivation of a statement with
a period in the past, we can replace the application of the rule interpreting the signed statement being
revoked, with an application of the rule interpreting the revoked statement replacing it. It will have the
antecedents from the interpretation of the un-revoked statement concerning the issuer of the statement, as
well as the derivation about the revoker which allowed the server to perform the replacement.

To show that non-revocation update operations don’t render a previously underivable statement with a
period in the past derivable, we note that each of these operations will block if the statement being inserted
has a period overlapping past and proceed with a structural induction over the derivation rules showing
that any derivation which includes a statement with validity period t will have a validity period contained
int.

The above theorem has not been proved. We don’t expect the proof to be technically difficult, but large
and involving a separate argument for most of the operations of the RAS server.

The theorem relies heavily on the RAS server operating correctly. In particular it relies on the server
not discarding any information about delegations, key certificates and label activations, not accepting state-
ments or revocations that take effect in the past or rolling back revocations.

Lemma 5.5 (Activation Time-stamps) The following properties hold of the RAS server:

1. All label activations that are accepted into S, have an activation times-tamp equal to now when they
are accepted. Likewise, when a label activation is revoked, its revocation times-tamp is equal to now.

2. All label activations in S have activation and revocation time-stamps < now.

3. The only operations which can affect the role hierarchy are ActivateLabel and RemoveLabel.

Proof:

We note that the only operations (other than initialisation), which update the role ordering statements
in S, are ActivateLabel and RemovelLabel in section ??. ActivateLabel has the property that S’ \ S =
{{r <now R}« }, and ActivateLabel has the property that S’ \ S = {{{r <y R}k, now }x, }, where
{r < R}k € S. This tells us that non-revoked role-ordering statements will all have an activation times-
tamp t = now when they are inserted, and since ARAS includes ATime, which ensures that now is non-
decreasing, we will have for all non-revoked role-ordering statements an activation times-tamp t < now.

Further, since a revoked label activation { {r <y R}k {t: }«, will only be accepted into S provided
{r <y R}k € S, and we have shown that t; < now, we will always have the activation times-tamp of
the period of a revoked role ordering statement less or equal to the current instant. The same logic as for
non-revoked role-ordering statements now shows that we also have t; < now, establishing properties 1 and
2.
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Looking at the ORDER and ORDER{ derivation rules, we see that their only antecedents are a label
activation, possibly in a revoked state, along with statements about the key ownerships and capabilities
of principals at the time the statement was issued and possibly when it was revoked. We can therefore
apply theorem ?? to show that no changes in capabilities or key ownerships of principals will change the
derivability of role ordering statements, so this must be done by changing the set of label activations. But
we had previously noted that only the ActivateLabel and RemoveLabel operations do this, establishing
property 3.

Theorem 5.6 (Role Structure is Correct) For any instant t, the partial order “<;”, relative to a set A C
¥, of axioms and aset S C s of current statements'?, held by the RAS server has the following properties:

1. rmis not comparable to any other role or permission.
A role, which is comparable to any other role, will be dominated by root.
There exist no two distinct labels r; and ry such thatr; <;rpandry, <; r;

Given arole r ¢ perm, a permission p € perm, and a period t, we will not have r <; p.

a ~ w D

In S there is, for each label r, at most one label activation { r <; R}, witht < tj...w or revoked
label activation { {r <; R}k Tt }k witht <t...t.

Proof:

We proceed by induction over the state transitions allowed by the RAS server. The base case is the
state after initialisation, as per section ??, where we have no statements in A or S which allow us to use
the ORDER or ORDERY to derive information about <; (c.f. section ??). This leaves REFLEXIVITY,
TRANSITIVITY and WEAK-ORDER, the transitive closure of which yields the identity relation for any t
and this relation clearly has the properties listed above.

We now assume that a state (A, S, perm, now) of the RAS server has the properties listed and show that
a state (A’,S', perm’, now’) after any operation given in the specification still has these properties.

It is sufficient by property 3 in lemma ?? to show that ActivateLabel and RemoveLabel maintain the
properties listed in the theorem. We also have by property 1 in lemma ?? that role ordering statements
are only accepted when they take effect at the current instant and only allowed to be revoked when the
revocation takes effect at the current instant, which in turn implies that the label hierarchy is constant in
instants after now. This, along with theorem ??, reduces the problem to showing that if the 5 properties
hold for <pow at the beginning one of the two relevant operations, then it holds for <, at the end of the
operation. We will now do this for each of the 5 properties.

1. Itis easy to show that RemoveLabel will not make any two roles or permissions comparable which
were not comparable previously, so we will look only at ActivateLabel.

The predicate in the body of ActivateLabel implies r # rm, so the role activation inserted into S to
form S’ will not make another role dominate rm.

The predicate also implies VI’ € R @ A,S F r <pqy root, which will not be true by the inductive
hypothesis if rm € R, so there will never be a role-ordering statement in S’ making rm dominate
another role.

It is now easy to verify that the only ordering statements that can be derived are that rm <; rm for
all t.

2. When a label activation {r <pow R }k is added in an ActivateLabel operation, it is ensured that
Vr' € Re A SF r <pw root and that R # @. Since the only effect on which labels are comparable
are the results of making r dominated by all the labels in R, which by TRANSITIVITY and ORDER-
SET, makes r dominated by all labels which dominate any label in R, it is sufficient to show that r
will be dominated by root after the operation.

12The ordering being relative to A and Smeans that r; <; ry if and only if A, SF r1 < r2 by the RAS logic.

47



5 RAS SERVER 5.4 Security Properties

We therefore select an r’ € R, and have that A,S F r’ <, root and that A’,S' + r <;ow I’, Which
implies A, S + 1 <pow root which in turn implies A’, S’ - r <,ow root by the monotonicity of the -
operator and the uniformity of the label hierarchy in the future.

When a label activation { r <; R} is exchanged for a revoked version { {r <; R }k,{now }x, ina
RemoveLabel operation, it is ensured that there is no label r’ such that A, S + r’ <pow I. This implies
that the only labels that are comparable with r are the ones that dominate it and that no label’s
comparability with root depends on the label activation about to be revoked. This in turn implies
that revoking the label activation makes r only comparable itself and has no effect on other labels
comparability with root, maintaining property 2.

3. Let us examine derivation trees for label order statements. They will in general have the form of a
chain of TRANSITIVITY applications, showing that since r; <; ra, rs <; rs, ...rh_1 <t rp, then
we have r; <; r,. Each of these r; <; ri;1 statements needs its own proof, which will either be an
application of REFLEXIVITY if rj = ri;1 (which in any case is superfluous and we can discount) or
an application of ORDER-SET with either an application of ORDER or ORDERY to extract form a
label activation.

Now, assume that the addition of {r <; R}k to S causes there to exist distinct labels r, and ry
with both ry <pow b and rg <pow rp. In other words, we would have A’,S" F ry <pow o and
A S" - rp <pow Fa, Which implies a derivation tree for each result.

If neither derivation tree included the new label activation, then they would both have existed before
the operation, contradicting the inductive hypothesis.

If the new label activation is included in a derivation, and we will assume without loss of generality
that it is the derivation of r, < ry, then the derivation would have r <; r’, with r’ € R, somewhere in
the chain of TRANSITIVITY applications. But since ActivateLabel wouldn’t allow the addition of the
new label activation unless r had been previously incomparable to any other labels (by there being
no label activation for it, implying it is not dominated by anything, along with property 2), r must be
at the beginning of the chain, implying r = r,. But then we could only have ry, < r, if the derivation
of this also included the new label activation, since r, was previously incomparable to any other
label. But the same argument as before now shows that r, = r and so we have a contradiction and
no such r5 and rp can be found.

RemoveLabel trivially maintains property 3.

4. If we are unable to derive for any permission r, and role r,, using only ORDER, ORDER} and
ORDER-SET, that r, <now Ip, then an easy induction shows that this will also hold when TRANSI-
TIVITY and REFLEXIVITY are used.

When ActivateLabel adds a label activation { r <; R } itensuresthatr ¢ perm’ = isPermission? =
FALSE = Rnperm = @, meaning that if r is not a permission, none of the labels in R are permissions
and no label activations will be accepted which would allow us to derive that a role is dominated by
a permission.

RemoveLabel trivially maintains property 4.

5. Alabel activation { r <; R }« is is only accepted in a ActivateLabel operation if no other activation
for the same label is active.
RemoveLabel trivially maintains property 3.

Corollary 5.7 (Future Label Hierarchy is Constant) It was shown in the proof of theorem ?? that the
ordering of labels is constant in the period now . . . w, although this hierarchy may be exchanged for another
constant hierarchy by either the ActivateLabel or RevokeLabel operations.

Corollary 5.8 (The Label Hierarchy is a Weakly Acyclic Directed Graph) It follows directly from the-
orem ?? that the time dependent graph constructed by taking LABELS to be the set of nodes and connecting
alabel r; to alabel ry at instant t if it can be derived without using TRANSITIVITY that ry <; ry is aweakly
acyclic directed graph rooted in root along with an infinite number of unconnected labels including rm.
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The above theorem and assorted corollaries again all rely heavily on the RAS server operating correctly,
accepting only certain label activations and also, by the use of theorem ??, managing the past state of the
system correctly as noted after that theorem.
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6 Implementation

The implementation of the RAS server and the libraries needed to communicate with it and interpret its
responses have been implemented alongside the development of the formalisms and the specification de-
scribed in the previous sections. Here we will look at how the formalisms were and are being implemented.

6.1 Extreme Programming and Formal Specification

A fairly recent idea in development methodology is extreme programming (XP)[?] and similar agile devel-
opment methods. Where traditional development methods, such as the Unified Process (UP) [?], call for a
full specification of the application before any implementation starts, the agile methods advocate creating
a minimal running application as soon as possible, to make code testable as soon as it is written and to
allow the form of the application to be influenced by how the actual users of the application respond to it
at each step in its development. Various forms of modelling are applied along the way as needed, but the
real specification in fact lies in the test procedures which are run after each build of the program.

Many see this as the antithesis of formal development methods, but this is only partially true in the
view of the author. It is true that with agile methods, a full specification of an application does not gener-
ally exist. However, in cases where safety or security is important, a specification along with arguments
about the properties of the specification can be valuable in determining whether the application fulfils the
appropriate safety or security criteria. A way to reconcile these apparently opposing views is to develop
the specification of the system alongside the actual application. This specification would be at a fairly high
level of abstraction and only concern itself with those aspects of the system which need to fulfil any safety
and security properties.

In the particular case of XP, the methodology calls for the creation of an initial implementation which
will be far from having all required features. Development then proceeds in short iterations, where a feature
is added and tested to form a new, slightly more complete version of the application. What we suggest, and
the approach taken with the implementation of the RAS is that the initial implementation of the application
comes with an initial, fairly trivial specification. Each iteration in the XP process then consists of selecting
a feature to implement, updating the specification, writing the code, and update the proofs of any properties
that have been established as needed. In many cases the feature being added in an iteration will not affect
the specification, as it will only concern itself with safety and security related issues. Only enough detail is
included to allow proofs that safety and security criteria are met.

This is in fact how most specifications are written. An initial, simplified specification is written and
more detail is injected until it captures the full scope of the system under development. The only difference
is that now these two iterative processes are run concurrently are synchronised at the points where proofs
need to be updated.

6.2 Implementing the Specification

Here we will describe how the various parts of the previous sections of this paper have been and are
being implemented as Java code and give UML diagrams as appropriate. Only a broad outline of the
implementation is given, since a full explanation of all implementation details would be too large and time
consuming for this medium.

The sequence of implementation approximately follows the sequence of definition and specification in
the paper as you would expect from the discussion of XP methodology. However, certain details in the
implementation have been deferred for practical reasons which will be discussed later.

6.2.1 Sorts

The various sorts of the logic are implemented as Java classes and instances used liberally in the classes
for statements which are discussed below. The implementation is straight forward from the discussion in
section ?? and will not be shown explicitly.

We will use the Java type | ong for instants and the class Per i od for periods. The standard library
interface Publ i cKey is used for public keys and we will use the Java type St r i ng for the names of roles
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and permissions. There is also a class DNane which has sub-classes RasDonai n and RasPri nci pal
for domain and principal names respectively. It implements a mapping from Stri ng to Stri ng and
various useful methods are implemented to test membership in a domain, generate the smallest domain
containing several names etc.

6.2.2 Statements

Statements are also implemented as Java classes. There are classes denoting statements from X¢, which
either denote a single type of statements or a pair of such types. Other classes denote the signed or revoked
statements in Xg corresponding to the statements denoted by one of the previous classes. This creates 3
pairs of classes: KeyOwnership/KeyCertificate, Capability/Delegation and LabelOrder/Label Activation.

KeyOwnership

-principal: RasPrincipal
-period: Period

-key: PublicKey
-keyHash: byte[]
-isCA: boolean
-domain: RasDomain

+implies(keyOwnership:KeyOwnership,instant:long): boolean

*

KeyCertificate

-ownership: KeyOwnership

-issuer: RasPrincipal

-keyHashlssue: byte[]

-signissue: byte[]

-revoker: RasPrincipal

-pRevoked: long

-keyHashRevoke: byte[]

-signRevoke: byte[]

+isRevoked(): boolean
+getlssuerKeyOwnership(): KeyOwnership
+getRevokerKeyOwnership(): KeyOwnership
+getRevokedCopy(revoker:RasPrincipal,instant:long,key:PublicKey): KeyCertificate
+getValidityAslssued(): Period
+getEffectiveValidity(): Period

Figure 2: KeyOwnership and KeyCertificate classes

The KeyOwnership class, shown in figure ??, denotes the statement “pri nci pal Pubperiod key”
if i SCA==f al se, or “pri nci pal Pubperiod [key >domai n]” ifitistrue. It has various accessor
methods to read its member variables, but these are not shown here. It also has a method i npl i es, which
can be used to decide whether this key ownership statement implies another one by weakening, i.e. by
shrinking the validity period.

The KeyCertificate class, also shown in figure ??, contains a statement owner shi p of the KeyOwner-
ship type. It denotes “{ owner shi p }x,” ifr evoker ==nul | or “{{owner shi p }x,{ pRevoked },”
otherwise. In either case, K; and K, parameters are the public keys whose hash values are equal to key-
Hashl ssue and keyHashRevoke respectively. This allows it to denote at either normal key certificates
or CA certificates in either original or revoked form.

The Capability and Delegation classes shown in figure ?? follow much the same pattern as KeyOwner-
ship and KeyCertificate, with Capability denoting either “pri nci pal —period [| abel >donai n]” if
t oDel egat e==f al se or “pri nci pal Eperiod [l @abel >donai n]”ifitistrue. Delegation has a
field capabi | i t y of the Capability type and denotes either “{ capabi | i ty }« ”ifr evoker ==nul | ,
or“{{capability}gTpRevoked}”ifitistrue. The K; and K, parameters are as before.

The LabelOrder and LabelActivation classes shown in in figure ?? are slightly different, since a label ac-
tivation does not correspond to a single label order, but to many label orderings with the same smaller label
and various greater labels. The LabelActivation class denotes “{ name <period par ent s }x,” whenever
we have, r evoker ==nul | , but “{ { nanme <period par ent s }x,t pRevoked }k,” otherwise, with K;
and K, as before.
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Capability

-principal: RasPrincipal
-period: Period

-label: Label

-domain: RasDomain
-toDelegate: boolean

+implies(capability: Capability,instant:long): boolean

*

Delegation

-capability: Capability

-issuer: RasPrincipal

-keyHashlissue: byte[]

-signissue: byte[]

-revoker: RasPrincipal

-pRevoked: long

-keyHashRevoke: byte[]

-signRevoke: byte[]

+isRevoked(): boolean
+getCapabilityToDelegate(): Capability
+getCapabilityToRevoke(): Capability
+getlssuerKeyOwnership(): KeyOwnership
+getRevokerKeyOwnership(): KeyOwnership
+getRevokedCopy(revoker:RasPrincipal,instant:long,key:PublicKey): Delegation
+getValidityAslssued(): Period
+getEffectiveValidity(): Period

Figure 3: Capability and Delegation classes

LabelOrder

-smaller: String
-greater: String

enerates "‘ {smaller in LabelOrder equals name in LabelActivation}
I {greater in LabelOrder is in parents in LabelActivation}
1 !
LabelActivation
-name: String

-isRole: boolean
-parents: String[]
-period: Period

-Issuer: RasPrincipal
-keyHashlssue: byte[]
-signissue: byte[]
-revoker: RasPrincipal
-pRevoked: long
-keyHashRevoke: byte[]
-signRevoke: byte[]

+isRevoked(): boolean

+getlssuerKeyOwnership(): KeyOwnership

+getRevokerKeyOwnership(): KeyOwnership
+getRevokedCopy(revoker:RasPrincipal,instant:long,key:PublicKey): KeyCertificate
+getValidityAsIssued(): Period

+getEffectiveValidity(): Period

Figure 4: LabelOrder and LabelActivation classes
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6 IMPLEMENTATION 6.2 Implementing the Specification

This LabelActivation can then be used to produce an instance of KeyOwnership denoting the statement
smal | er <period gr eat er for every element gr eat er in the par ent s array.

6.2.3 Proofs and Derivation Rules

Now that we have classes for the statements in our logical language, it is time to turn to the methods by
which we will derive these statements from other statements. The function of deriving new statements is
performed by the prover, discussed in section ??. However, the proof generated consists of the application
of a number of derivation rules, for which we exhibit implementations here.

Figure ?? shows the classes implementing proofs of capability statements, along with closely related
classes. It does not show the equivalent hierarchies for key ownership and label order proofs or the details
of the Capabi | i t y and Del egat i on classes shown in in figure ??.

Proof

+verify(): boolean
+getimplicationPeriod(): Period

7
|

KeyOwnershipProof

oL

/]\L /l\1 +getimplication(): KeyOwnership

implies delegates NL,2 ? [F [F
3
CapabilityProof Delegation Omitted
+getimplication(): Capability antecedent TJ
Zﬁ NN ZF LabelOrderProof
antecedent —
+getimplication(): LabelOrder

* R
| CapabilityDerivation

Omitted

antecedent antecedent

e

| CapabilityAssumption | | Capabilityweakening |

Figure 5: Capability derivation rules and related classes

The root of the hierarchy is the abstract Pr oof class, which has three direct sub-classes named Ca-
pabi | i t yProof , KeyOaer shi pProof and Label Or der Pr oof , all of them abstract. They are
used for proving the three types of unsigned statements described in section ??, as seen by the different
definitions of the get | npl i cati on methods. This diagram only shows the part of the full class di-
agram related to the Capabi | i t yPr oof class, but omits the sub-classes of its siblings, which would
form a similar structure with Key Oaner shi p and Label O der taking the place of Capabi | i t y and
KeyCerti ficateandLabel Acti vati on taking the place of Del egat i on.

A proof is represented as a hierarchy of sub-classes of the Pr oof class, where the actual class of each
instance decides the appropriate types of the antecedents, in accordance with the appropriate derivation
rules of the RAS logic. The Pr oof class also hasaveri f y which is implemented in each concrete sub-
class of Pr oof . It checks that the criteria for the application of the corresponding derivation rules are met
before recursively calling the ver i f y method of each antecedent proof, thus verifying the entire proof.

The Capabi I i t yAssunpt i on class corresponds to the introduction of an axiom and so doesn’t
correspond directly to any derivation rule. It also has no antecedents and its ver i f y method will always
returntr ue.

The Capabi | i ty Weakeni ng class corresponds to one of the WEAK-MAY or WEAK-DEL rules,
depending on whether the Capabi | i ty it purports to imply (via the CapabilityProof) is the capability
to act in a role or to delegate it. Looking at those rules we see that they have antecedents which are
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directly verifiable about periods and domains as well as an antecedent that r, <, ri, which calls for a
sub-proof of the Label Or der Pr oof type. This is shown in the diagram by an antecedent with the
Label Or der Proof class.

The Capabi | i t yDeri vati on class similarly corresponds to one of the DEL-DEL, DEL-MAY,
DEL-DELTY, or DEL-MAYT rules depending on the delegation statement it contains. This delegation
statement is shown as an antecedent in the diagram, along with one or two KeyOaner shi pPr oof and
Capabi | i t yPr oof instances as you would expect from the derivation rules being implemented.

6.2.4 Prover

Now that we have the means to represent both statements and proofs, we can look at the class responsible
for producing the proofs. This is the Pr over class shown in in figure ?7?.

StatementDatabase

+implyCapability(capability:Capability,instant:long): Delegationlterator
+implyKeyOwnership(ownership:KeyOwnership,instant:long): KeyCertificatelterator

N

LabelRegistry
+getLabelGraph(instant:long): LabelGraph

Assumptions
+selectAxioms(profile:UserProfile)

look up axioms /]\1

look up delegations and certificates

look up label activations

.
Prover

+proveCapability(capability:Capability,instant:long): CapabilityProof
+proveKeyOwnership(ownership:KeyOwnership,instant:long): KeyOwnershipProof
+provelLabelOrder(order:LabelOrder,instant:long): LabelOrderProof

Figure 6: Prover and statement repositories

The Pr over class implements the algorithm given in section ??. The set A of axioms is represented by
the Axi ons class, which holds a static set of statements assumed to be true. Other statements are looked
up in the St at enent Dat abase and Label Regi st ry classes as needed. These two classes are kept
separate to allow the caching of label hierarchies as discussed in section ??.

6.2.5 Server

The server is fully specified in section ?? and repeating this in UML notation would not add to our under-
standing. We will only note that of course the statements which the various operations of the server may
accept as input or give as output will be represented either by the appropriate statement or proof classes
that we described above.

6.3 Current State

At the moment the RAS is in a usable state, as per the XP methodology, but certain features are not
implemented. Some of these features are required for the full security benefits to be realised, but are
deferred for practical reasons.

RAS Server is running with a working prover and database back-end. This is the most important part
of the system to have implemented, as it shows that the algorithms provided earlier are workable. Their
scalability is still not certain, but looks good so far.
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Signed Statements are not given proper cryptographic signatures, but mere tokens to help in testing.
The reason for this is to maintain a running and testable application. The system can be tested without
cryptographic signatures, but testing just the signatures would require writing large amounts of code for
various statements and statement encodings first. Also, it slows down development to have to keep track of
cryptographic keys during testing and small changes to the system may render all signatures invalid, which
calls for re-building the state of the system from scratch, involving keys from many sources.

It was therefore deemed better to implement signature signing as one of the last features of the system,
when most of the code has stabilised.

Client-Side Interface for Java clients has been defined and partially implemented. Applications can
already now be written to take advantage of the RAS server, although not all the security goals will be
realised until the server is further developed. Also, the query interface may be expanded as the need arises,
in XP style, but the current minimal interface is very unlikely to change.

Verifier is not implemented. This was in fact the last section of the report to be written and it could be
said that at the time of this writing, the project is half-way through an iteration of improvement, where the
verifier feature is being added.

Command-Line Administration Interface has been implemented fully, with the exception that it does
not currently apply cryptographic signatures to statements sent to the RAS server.

Graphical Administration Interface has not been implemented, designed or thought about much.

6.4 Statement Encoding

So far we have spoken about principals “having a statement”, for example in a set of axioms, in a set of
current statements or in a formalisation of a proof. We have both given an abstract notation for these state-
ments and concrete implementations in Java. However, since the statements may need to be communicated
between different machines and since signatures need to be generated on statements, some thought must
be given to how these statements should be encoded in concrete terms.

6.4.1 Internal Manipulation

Most of the operations done with statements will be internally in the RAS server while it is attempting to
build a proof-tree for a particular hypothesis. We will not in any way attempt to specify or restrict the inter-
nal representation of the statements in the RAS server or any other application. Different representations
will be suitable for different purposes and the Java implementation shown previously is only an example.

For example, statements are likely to be stored in a relational database, scattered through several tables
and allowing for fast searches when building proof-trees. Once a candidate statement is found in the
database, however, it will be converted to a coherent object in memory and may form part of proof trees or
lookup tables or be used in any number of ways.

6.4.2 Communication

In the normal use of the RAS server, statements will need to be sent back and forth amongst applications.
Mostly, servers who use the RAS server for access control will send statements to the RAS server and ask
for a proof tree in response and user interface applications may send statements to the RAS server to update
authorisation information.

In a more heterogeneous environment, it would be important to specify how to encode statements and
proof-trees for transfer between applications. However, in the currently envisioned environment, all appli-
cations will be written in the Java language and all will have access to common library code. Therefore,
the classes representing statements internally to the RAS server can be sent via Serialisation and/or Remote
Method Invocation between the individual servers.
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If and when applications written in other languages will need to access the RAS server, other encoding
formats will be developed. The might be based on XML, which has become popular recently for data
transmission where interoperability is important, ASN.1/DER which is used in the x.509 [?] certificate
standard and the PKCS cryptography standards or S-expressions which are used in the SPKI standard [?]
and is more easily human-readable than ASN.1/DER. Alternatively, the signature encoding could be used
for communication encoding.

6.4.3 Signatures

The final form that statements take is when they are to be signed. Unlike the internal representation and
the communication representation, it is very important to have a unique signing representation of each
statement, so that a statement in any of the other representations can be converted to a unique form suitable
for verifying the signature on a statement or for generating the signature in the first place. Any difference in
the representation used to form the signature and the one used to verify it will result in the signature being
rejected. This is true even if the difference is a single bit or a space inserted or removed and furthermore,
since there is no notion of “almost correct” signatures, slightly differently represented statement will be
rejected in the same way as statements with forged signatures.

We will give the signature encoded form of each of the statements in the RAS logic. The encoding
function is constructed to be non-ambiguous, i.e. any two different statements will produce different signa-
ture encodings, which in turn means that a signature on one statement could not be used to verify another
statement™®,

We recursively define a function seng, from the sets of statements, periods, keys, domains, principals
and roles to the set of finite character strings by the following rules. On the right side of the equations,
{X} should be replaced by senq(X) enclosed in actual curly brackets and [X] should replaced by senqg(X)
without any added brackets.

seng(t) = [t1] to [to] with t; and ty instantsand t = t; ... to.

senq(K) = H([e]: [n]) with K an RSA key with exponent e and modulus n
senq(d) = [e1]=[w1], [c2]=[ve], - . - [en]=[wi]  With d={C; — d2,Cq > da,...Cn — dn}

senq(P) = [c1]=[v], [c2]=[va], . . . [en]=[w]  With d={c; — d2,Cq > da,...Cn — dn}

senq(r) = The name of the role

senq(re, ra, - -, In) = [rals[rals- .-, [rn]

We can now signature encode the sorts of the logic, but must note how the primitive string and integer
values they are composed of are encoded.

e Instants are represented as 64-bit non-negative integers counting milliseconds since midnight (be-
fore) January 1st 1970. They are encoded using normal unsigned integer notation and we see that
a=-2"8andw =26 — 1.

e The components of public keys are arbitrary size positive integers and are encoded as hexadecimal
strings with at most one leading zero, and always of even length.

e The H function maps its input to a hex representation of the SHA-1 hash of the input. The input
string is UTF-8 encoded before the hash operation is performed and the resulting hexadecimal string
is 40 characters, including any leading zeroes.

e The names of roles and the components and values of domains and names must not contain curly
brackets for this encoding to be unambiguous.

e We re-order the components of distinguished names, whether for domains or principals, by first
writing out those components of the name which appear in the list below, in the order given, followed
by any other components in alphabetic order.

Component list: [ C, ST, L, STREET, O, OU, CN, UID, DC ]

Bparring collisions in the hash function applied before signing.
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6.4

Statement Encoding

We can now turn to the signature encoding of statements:

senq(P Pub; K

seng(P Pub; [K > d]
seng(P — [r > d]
senq(P = [r>d]
Senq(r St {rla RS rN}
senq(o Tt

senq({ o }«)

N2 N

pub{PHt}{K}
ca{PH{t}{K}{d}

may {P}Ht}{r}{d}

del {P}{t}{r}{d}
ord{r}{t}{r1,...,rn}
rev{c}{t}

si gn{o}{K}

We can now signature-encode any statement in the RAS logic. Note that none of the values on the
right hand side of the equations in the last group contain any whitespace except where it is returned by the

recursive calls to senq denoted by curly-brackets.

6.4.4 Example Encodings

Let us signature encode the set of axioms of the RAS server and a couple of other statements, choosing
suitable names for principals. We truncate the hashes of keys to conserve space and since they are not

legible anyway.

seng({CN ~ root, O + Flex,C — BE} 4., [root>world]) =
del { C=BE, O=Fl ex, CN=r oot } { - 9223372036854775808 to 9223372036854775807}{r oot }{}

sengq({CN — root, O — Flex,C — BE}Pub,. ., (3,437)) =
pub{ C=BE, O=Fl ex, CN=r oot } { - 9223372036854775808 t 0 9223372036854775807}{ a4. . 5d}

senq({CN — CA, O — Flex,C + BE} Pub,._, [(3,437) >world]) =
ca{ C=BE, O=FI ex, CN=Root } { - 9223372036854775808 t 0 9223372036854775807}{a4. . 5d}{}

seng({ rm < root } (3, 437)) = sign{ord{rol e-manager}{root}}{a4..5d}
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7 Discussion of Project

We will now briefly discuss how the RAS project progressed, what approaches were discarded and how it
might further evolve.

7.1 The Pure Z Approach

The initial attempt at formally specifying the workings of an RAS server was done in standard Z notation
with only normal predicate logic used in the schemas. The development progressed in what in hindsight
may be considered XP fashion, with an initial simple specification without any temporal aspects or sig-
natures on delegations, etc. This specification was slowly expanded to include the missing features and
re-factoring applied when appropriate, mostly in the form of breaking schemas into several sub-schemas
as they became large and complicated. However, even with this approach, the schemas got overly large
and the interactions between the various sub-schemas became hard to comprehend. This approach was
abandoned when the first schema reached a full page of text and before revocations were introduced.

It was clear that too many mathematical formulas and too complex data structures were needed to
encode what seemed like fairly simple ideas. It was also clear that the same ideas and patterns were
being restated multiple times throughout the specification, most notably the relation that was to become
the derivability relation. This relation was defined on a rather low level in many places in the specification.
defining it to be part of the main state of the system simplified this somewhat, but we now had a specification
with infinite state. Also, the application of the derivability relation was cumbersome since we did not have
elegant entities corresponding to what became the statements in X.

7.2 Introducing the RAS Logic

The above observations led to the realisation that the task would be much simplified by having a language
in which to encode access control queries and responses and in which to encode why a response should be
accepted. The development of this language, which became ¥, was relatively straight forward. A statement
type for each of the types of queries we were interested in and signed versions of these statements were
defined to make up the initial version of the language.

The requirement for principals to be able to revoke signed statements they have issued often complicates
any delegation based system. The usual approach, as taken in x.509, is to issue lists of revoked statements
or otherwise have a repository of revocations which a statement is compared with before it can be used.
This poses both practical and theoretical difficulties, with revocation lists possibly being unreachable or
outdated and the need to introduce negative action into the logic. Luckily, in the RAS setting we can avoid
this problem completely, since the signed statements which may be revoked will all reside on a central
server. A new form of signed statements with embedded revocation information was introduced and the
RAS server (which was yet to be specified at this point) was expected to purge a statement being revoked
and replace it with this revoked form whenever revocation took place.

Of course, we also needed to formalise how the delegation statements and revocations should be in-
terpreted. This took the form of the derivation rules and this is where most of the theoretical work on the
project was done. A surprising number of subtleties came up, especially in the way periods were handled.
Slight changes in the derivation rules can lead to a complete break-down in the system.

A real-world example of this is the current versions of the Internet Explorer browser by Microsoft
Corporation[?], which is in fact only one manifestation of a bug in Windows system libraries up to and
including Windows XP. The problem is that no distinction is made between CA certificates and normal key
certificates when deciding whether a certificate can be used to issue a key certificate. This is equivalent to
introducing the following rule into the RAS logic:

P Puby, Kp; {QPuby, Kq }Kp
Q Pubtth Kq

which allows any principal who holds a valid public key to issue keys to other principals. In particular
they could issue a key to a bank, but actually keep the private key themselves. The potential for abuse is
obvious.

(KEY-KEY)
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7.3 RAS Server

Once the logic had been developed, the rest of the system was surprisingly obvious. The prover simply has
a sub-algorithm for each type of statement we may wish to prove. For each derivation rule which has that
type of statement as its descendant (albeit from the list of composite derivation rules) it will loop over the
signed statements that may be used along with this derivation rule to derive the statement to be proven and
recursively attempt to prove the other antecedents. In other words, the prover algorithm follows directly
from the derivation rules. The verifier is even more obvious.

The RAS server could now be specified. There was no need for the successive iterations of adding
complexity to the specification, since most of the complexity had been embedded in the RAS logic. Some
thought had to be given to the criteria on statements to accept to ensure that past state was conserved and
that the role hierarchy would have the form we wanted, but apart from those points, the specification sprang
naturally from the requirements of the server and the RAS logic.

The proofs of security the properties of the RAS server caused some trouble, since the proofs tend
towards large structural inductions. The proof that past state is preserved was even omitted, since no
concise proof has been developed by the author.

7.4 Possible Future Work

The most pressing task at the moment is to complete the implementation of the RAS server. This will test
the workability of the scheme in real-world settings and bring to light any further requirements.

Although difficult to foresee, additional requirements might involve encoding other privileges than
simple role membership. This would call for adding new primitive statements to ¥ and propagating the
addition through the various parts of the specification and implementation. Such additional statements
might for example include being trusted to write application code to allow other principals to perform
certain roles, which is distinct from being allowed to perform the role. This addition would correspond to
the Java signed applet model. A similar addition would be certifying communication channels or storage
media for use with particular roles. With both additions in place, a principal P using software written by
Q on a system R would only be able to perform actions implied by role r if he holds the role, Q can write
code for the role and R is a trusted medium for the execution of the role.

In a more theoretical vein it might be interesting to expand X drastically. Allowing existential and uni-
versal quantifiers, possibly the construction of arbitrary classes of statements and even allowing principals
to add derivation rules while the system is running. One can imagine a logic where only a small language is
defined and only a few derivation rules, all having to do with how to add further statement to the logic, how
to add derivation rules and how to apply the derivation rules to the statements. Such a system would prob-
ably require a notion of jurisdiction over statement types or principals such that it is clear which principals
can define derivation rules for which statements and which other principals are bound by the addition of
these rules.
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A Database Schema

-- Create RAS server tables for postgres database.

-- PostgreSQ types:

-- BIGNT is 8 byte = 64 bit signed integer.

-- SERIAL inplicitly creates a sequence and inserts val ues

-- fromthere by default.

-- BIT VARYING is a variable-length bit-string but max 8192 bits.
-- I.e. RSA keys for signing nust be < 8192 bits

BEG N TRANSACTI ON,;

-- Tabl e hol ding basic information about principals.
-- This table will be linked to by activations, and del egati ons
CREATE TABLE pri nci pal (

id SERI AL,

PRI MARY KEY(i d)

-- Tabl e holding domain-restrictions on del egations and ca certificates.
-- The conmp=value pairs fromthe restrictions on a del egation taken together
-- formthe distinguished nane for the del egation’s donain.
CREATE TABLE pri nci pal _nane (
pri nci pal Bl G NT NOT NULL REFERENCES pri nci pal (id),
conp VARCHAR(32) NOT NULL,
val ue VARCHAR(1024) NOT NULL,

PRI MARY KEY(pri nci pal, comp)

-- Table holding key certificates
CREATE TABLE certificate (

id SERI AL NOT NULL,

subj ect Bl G NT NOT NULL REFERENCES pri nci pal (id),

key CHAR VARYI NG NOT NULL,

keyHash CHAR VARYI NG NOT NULL,

p_from Bl G NT NOT NULL,

p_until Bl G NT NOT NULL,

ca BOOLEAN NOT NULL,

i ssuer Bl G NT NOT NULL REFERENCES principal (id),

key_i CHAR VARYI NG NOT NULL, -- mmy reference certificate(hash)
sign_i CHAR VARYI NG NOT NULL,

revoker Bl A NT REFERENCES pri nci pal (id),

p_revoked Bl G NT,

key r CHAR VARYING -- nmay reference certificate(hash)
sign_r CHAR VARYI NG,

PRI MARY KEY(i d),
UNI QUE( keyHash)
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-- Tabl e holding domain-restrictions on del egations and ca certificates.

-- The conmp=value pairs fromthe restrictions on a del egation taken together
-- formthe distinguished nane for the del egation’s donmain.

CREATE TABLE cert_domain (

cert Bl G NT NOT NULL REFERENCES certificate(id),
conp VARCHAR(32) NOT NULL,
val ue VARCHAR(1024) NOT NULL,

UNI QUE( cert, conp)
)

-- Table holding activations of |abels for particul ar periods.

-- Delegations will reference | abel activations to specify which
-- role is being del egat ed.

CREATE TABLE | abel _act (

id SERI AL NOT NULL,

name VARCHAR( 32) NOT NULL,

is_role BOOLEAN NOT NULL,

i ssuer Bl G NT NOT NULL REFERENCES pri nci pal (id),

p_from Bl G NT NOT NULL,

key i CHAR VARYI NG NOT NULL, -- mmy reference certificate(hash)
sign_i CHAR VARYI NG NOT NULL,

r evoker Bl G NT REFERENCES pri nci pal (id),

p_revoked Bl G NT,

key r CHAR VARYING -- nmay reference certificate(hash)
sign_r CHAR VARYI NG,

PRI MARY KEY(i d),
UNI QUE( nane, p_from

-- Graph structure on | abels

CREATE TABLE | abel _l'i nk (
par ent Bl G NT NOT NULL REFERENCES | abel _act(id),
child Bl G NT NOT NULL REFERENCES | abel _act (id),

UNI QUE( par ent, chi | d)
);

-- Tabl e holding del egations of roles to principals
CREATE TABLE del egati on (

id SERI AL,

subj ect Bl G NT NOT NULL REFERENCES principal (id),

role Bl G NT NOT NULL REFERENCES | abel _act (id),

p_from Bl G NT NOT NULL,

p_until Bl G NT NOT NULL,

to_del egat e BOOLEAN NOT NULL,

i ssuer Bl G NT NOT NULL REFERENCES principal (id),

key_i CHAR VARYI NG NOT NULL, -- mmy reference certificate(hash)
sign_i CHAR VARYI NG NOT NULL,

61



A DATABASE SCHEMA

revoker Bl G NT REFERENCES pri nci pal (id),

p_revoked Bl G NT,

key r CHAR VARYING -- nmay reference certificate(hash)
sign_r CHAR VARYI NG,

PRI MARY KEY(i d)

-- Tabl e hol ding domain-restrictions on del egati ons.

-- The conmp=value pairs fromthe restrictions on a del egation taken together
-- formthe distinguished name for the del egation’s donain.

CREATE TABLE del _domain (

del Bl G NT NOT NULL REFERENCES del egation(id),
conp VARCHAR(32) NOT NULL,
val ue VARCHAR(1024) NOT NULL,

UNI QUE( del , conp)

-- Insert BOOTSTRAP DATA

-- root user
I NSERT | NTO principal (id)
SELECT nextval (' principal _id_seq’);

-- Gve root a distinguished nane.
I NSERT | NTO pri nci pal _nane(principal, conp, value)

VALUES (1, 'C , 'I18);
I NSERT | NTO pri nci pal _nane(princi pal, conp, value)
VALUES (1, 'O , 'deCODE genetics’);

I NSERT | NTO pri nci pal _nane(princi pal, conp, value)
VALUES (1, 'CN, 'Root User');

-- CA user
I NSERT | NTO principal (id) SELECT nextval (' principal _id_seq );

-- Gve CA a distinguished nane.
I NSERT | NTO pri nci pal _nane(principal, conp, val ue)

VALUES (2, 'C , '18);
I NSERT | NTO pri nci pal _nane(princi pal, conp, value)
VALUES (2, 'O , 'deCODE genetics’);

I NSERT | NTO pri nci pal _nane(principal, conp, value)
VALUES (2, "CN, 'Certification Authority’');

-- activation for root role

I NSERT I NTO | abel _act (nane, is_role, issuer, p_from key_ i, sign_i)
VALUES ('root’, true, 1, 0, '10001', '20001'); -- id=1

-- activation for role-manager role

I NSERT | NTO | abel _act (nane, is_role, issuer, p_from key_i, sign_i)
VALUES (' rol e-manager’, true, 1, 0, ’'10001', '20001'); ~-- id=2

COW T;
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